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Data Classification Guide
AI Use and Data Classification: A Staff Guide
Adherence to University of Colorado data security and privacy protocols is a mandatory prerequisite for using any AI tool, including Microsoft Copilot. As a staff member, you are accountable for protecting university data from compromise.
The University of Colorado classifies data into three types. Your use of a public AI tool like Copilot is strictly determined by these classifications.
Type 3: Highly Confidential Information
Definition: Data requiring protection under laws, regulations, or contracts, where unauthorized disclosure could require notification to government agencies or affected individuals.
Examples: Social Security numbers, protected health data, payment card numbers, financial account numbers, driver's licenses, and grievances.
AI Use Policy: PROHIBITED
Highly Confidential Information must NEVER be entered into a public AI tool, in any form. Use of this data with Copilot is a direct violation of university data security policy.
Type 2: Confidential Information
Definition: Data not generally disclosed to the public and less sensitive than Highly Confidential data. This includes internal university business.
Examples: Faculty/staff personnel records, performance evaluations, internal memos and emails, non-public reports, budgetary plans, and unpublished research.
AI Use Policy: PROHIBITED
Confidential Information must NOT be entered into a public AI tool. Because the "free" Copilot is a public-facing service, any internal data you input is no longer protected by university systems. This includes tasks such as:
· Asking AI to summarize a confidential internal email.
· Pasting text from a non-public report for editing.
· Requesting analysis of internal budget figures.
Type 1: Public Information
Definition: Any data on university websites without authentication or data made freely available through university print material.
Examples: Publicly available directory data, published policies, public-facing website content, or published research.
AI Use Policy: PERMITTED
Public Information is the ONLY data type appropriate for use with public AI tools.
You may safely use Copilot for tasks involving public data, such as:
· "Summarize this public-facing article from the CU Denver news site."
· "Draft a welcome message based on the public mission statement on the university website."
· "Brainstorm ideas for a project based on this publicly published report."
Summary: Your Responsibility
To fully understand the risk, you must consider both the data classification and its potential impact (High, Moderate, or Low). The core principle is this: If a piece of information is not intended for the general public, it must not be given to a public AI.

Document Classification Quick Guide
	Public Data
	Confidential Data
	Highly Confidential Data

	• Directory data 

• Public policies 

• Publicly published business documents
	• Faculty/staff personnel records, benefits, salaries, performance evaluations, employment applications 

• Internal memos and email 

• Purchase requisitions 

• Level 2 and 3 of student data 

• All internal, un-published, or non-public university work product.
	• Protected data 

• Social security numbers 

• Payment card numbers 

• Financial account numbers 

• Driver's license numbers 

• Level 4 and 5 of student data



Recommended AI Assistants
	Tool/Program
	Description
	Availability

	Microsoft Copilot for the Web 

(Formerly known as Bing Chat)
	An AI powered web chat that can generate content, answer questions and improve productivity. 


Can be used with confidential data.
	Available and protected through your university Microsoft account. 


Be sure you see the green "Protected" image in MS Copilot.

	Zoom AI Companion
	A generative-AI digital assistant currently available for meetings, whiteboard and events. Visit Zoom support for more information.
	Available through your university Zoom account.

	Copilot for Microsoft 365
	An AI assistant for use across the Microsoft 365 suite of applications. 


Can be used with confidential and highly confidential data.
	Available - visit the webpage for purchasing information.


AI Tools Not Approved for University Use
	Tool/Program
	Description
	Data Classification

	Google Gemini 

(formerly known as Google Bard)
	An AI chat service to generate text, translate languages and write different kinds of creative content.
	Do not use – not secure for university data.

	OpenAI – ChatGPT
	Generate text for answering questions, providing explanations, engaging in conversations, translating languages, and more.
	Do not use – not secure for university data.

	OpenAI – DALL-E
	Generate images from text descriptions.
	Do not use – not secure for university data.
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