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ABSTRACT

Since the iPhone hit the market in 2007, there has been a large increase in the amount of
recording devices of various sorts that become easily accessible and cost effective to the population at
large. There is a great deal of information available on the mainstream devices for forensic professionals
to review, and research is always ongoing to add to that information. Along with these well-known
devices, we are also now able to get any number of cheap, cloned, and counterfeit devices that can do
many of the same functions. Chapter 1 reviews devices that are commonly available at low cost and
summarizes the possible problems with their use and the recovery of data to use as evidence in criminal
and civil cases. Chapter 2 is a list of the devices and software used in this study, along with the basic
information that is being reviewed for each type of media and device and the framework for the research
done. Chapter 3 contains the data explored from each device, along with the findings from each item
found. Finally, Chapter 4 is the conclusions drawn from the data found.
The form and content of this abstract are approved. I recommend its publication.

Approved: Catalin Grigoras

v



I dedicate this work to my wife Amy and my daughters Audrey and Darla.

You make me want to be the best “me” I can be.



ACKNOWLEDGEMENTS

It is hard to single out any one person at the NCMF, as you have all been great over the last
couple of years. Catalin and Jeff, you have both been good friends during this time, and I am a better
person for having known you both. Leah, without you I would never remember to finish anything, so you

have been a blessing a thousand time over. Thank you all for everything.

vi



TABLE OF CONTENTS

CHAPTER
L INTRODUCTION. ... e e, 1
Exploring Unbranded Technology............coviiiiiiiiiiiiiiiiiiicceceeee 2
II. PREPARATIONS . ..o e e 4
MaALETIALS. ..ot 4
MEtNOMS. . . 7
1. BREAKDOWN OF RETRIEVED DATA ...ttt 9
Analysis of Smartwatch 1....... ..o e 9
Analysis of SmartwatCh 2..... ..ot e 12
Analysis of USB Voice RecOrder. ... ......coeiuiiiiiiiiiiiiiiiiiiiiiiee 17
Analysis of Stand-Alone Audio Recorder............oooviiiiiiiiiiiiiiiiiiiiiee e, 18
Analysis of Lighter Camera............oooiiiiiiiiiiiiii i 20
Analysis Of Pen Camera........c.ooviiiiiiitiii it e s 23
Overall ReSUILS. .. ... 27
V. CONCLUSION S ..ttt e et et e e eeeeens 30
Future Research......... ..o i 30
REFERENCES . ... e et e e e et et ettt e e e eaens 32
APPENDIX
A. Medialnfo Details of All Test Files.......co.oiiieiiii e 33

vii



LIST OF TABLES

TABLE

2.1 Device Data Retrieval. .. ....ooonei e e

viii



FIGURE

1.1 eBay Auction Screenshot, March 2019 ...t e 1

2.1 yay-Q18 Smart WatCh. .. ..o e 4
2.2 R306 Smart WatCh. .. ... 4
23 USB VO0ICE RECOTAET . ... .ttt e 5
2.4 Stand-Alone Voice ReCOTder. ..........ouiiiii 5
2.5 Lighter Hidden Camera. .........c.oouiuiiiiniiii i 6

2.6 Pen Hidden Camera. ..........o.iiiii e 6
2.7 MICTOSD Card. . ..o et e e 6

2.8 Samsung Galaxy S5. . ... 6

3.1 IMGOOO0TA . jpg Header HeX Data........couiniiniiiiii i e e 10
3.2 IMGOO001A . jpg Footer Hex Data. ... ..o 10
33 01010052900.amr HexX Data. .......o.oneiiiii e 11
34 01010052900.amr SPectrograph VIBW. . ..cceut vttt et et ettt ettt e eeanenreereeneanans 12
3.5 IMGO002A.jpg Header Hex Data..........oooiiiniiiiii e, 13
3.6 IMGOO002A.jpg Footer HeX Data.........oviuiiiiiiiiii e e e e e e e 14
3.7 010100162400.amr HEeX Data.........ouieinieiiiieee e et e aaaes 14
3.8 010100162400.amr Spectrograph VIEW.....cc.oovivriitiitiit et e e 15
3.9 Cellebrite Message From Smartwatch 2.........cciviiiiiiiiii i e e 16
3.10  Cellebrite Bluetooth Application Installation...............ooeviiiiiiiiiiiiii e 16
3.11  rec00000.mp3 Header INformation............oeviiriiiiii it eeeie e eeee e eeeeeaaas 17
3.12  Spectrograph of rec00000.MP3.....nuinei e 18
3.13  RECO001.wav Header Hex Data...........oooiiiiiiii e 19
3.14  RECO001.wav Spectrograph After Format Conversion.............ccvoeviiiiiiiiiiiniiieeeeeanenn 20
3.15  pict0000.jpg Header HexX Data........ooueieiiniiniiii e e 21

LIST OF FIGURES



3.16

3.17

3.18

3.19

3.20

3.21

3.22

3.23

pict0000.jpg Footer Hex Data. ... ....o.oiiniiiii e 22

SUNP0000.avi Header Hex Data...... ..o 22
SUNP0000.avi AviPacker Hex Data...........ocouiiiiiiiiii e, 22
SUNPO0000.avi SPectrograph VIBW.......c.uiurititiiit ettt e eeee e e e e e eneaas 23
PICT0000.jpg Header HeX Data........c.ooviiiiiiiiiiii e 25
PICT0000.jpg Footer Hex Data..........ooviieiiriii e 25
RECO0000.wav Header Hex Data..........oooiiiniiiiiii e 26
RECO0000.wav Spectrograph VIEW.........oouiuiiitiiii i 26



LIST OF ABBREVIATIONS

EXIF - Exchangeable Image File Format

FTK - AccessData Forensic Tool Kit

Hex - Hexadecimal

JPEG - Joint Photographic Experts Group

SIM - Subscriber Identity Module

UFED - Universal Forensic Extraction Device

USB - Universal Serial Bus

xi



CHAPTER1
INTRODUCTION

With the advent of the personal computer in the 1970s, the need for forensic professionals to
follow developing technological trends has become not only good practice, but a necessity in the fluid
landscape of computer science. Items that were considered science fiction 20 years ago have become
common household items today. Many of the consumer electronics that were popular in the 1980s and
90s have all been replaced with a single item, the smart phone. With the proliferation of computer and
media technology in the world today, it has also become cheaper to produce. Consumers can get decent
quality recording and computer equipment at a nominal cost.

Along with this boom in technology there has also been a growing market for low end, or
“unbranded” technology. To explain further, unbranded products can be seen predominantly in online
markets such as eBay, Amazon, and numerous “click-bait” stores that advertise throughout social media.
To identify likely unbranded technology, one need only to look at the unbelievable price something is
being offered at. A Samsung Gear smartwatch or Apple Watch can cost anywhere from $150.00 to
$400.00 dollars depending on the model, but an unbranded smartwatch can be found for as little as $0.75
cents as seen in the figure below. The old saying that you get what you pay for does come in to play here,
as these devices are of a far inferior quality to their branded counterparts. Even so, it does not mean that

there is not valid and useful forensic evidence to be found on them.

For U8 Smart Watch U8s Bluetooth Smartwatch Wrist Watch Excersise Workout
Android Sports

Brand New

$0.75 t0 $7.20 TR
Mluch it Buy It Now More colors
Free Shipping

8% off

Figure 1.1 eBay Auction Screenshot, March 2019



Exploring Unbranded Technology

When looking at lower cost technology, there are distinctions that can be made for different types
or classes of items. Unbranded is defined as a product that is sold under the name of a shop rather than the
company that made it [4]. An example of this would be a Staples brand USB drive that is bought at
Staples Office Supplies. It may have been made by SanDisk, but there are no outside markings to let us
know. Because these items are commonly made by the same companies that make their own branded
items, they tend to function in a predictable manner much like their brand name counterparts. For the
purposes of this study, these items will not be used, as they have known manufacturers and specifications.
Another type of unbranded technology could also be defined as technology that is not cloned or
counterfeit but has no specific manufacturer [3]. An example of this is the U8 smart watch depicted in
figure 1-1. Searches for a source for this device show that there are numerous manufacturers and no
specific company or designer named.

Unbranded technology runs the gambit between decent store brands and cheap technology that
may not work, but counterfeit technology is slightly different. In this case items may be marketed as a
branded item, yet once purchased for a very low price, the consumer finds that they have purchased a
substandard product of much lower quality [1]. Another version of this is using cloned software on a
different device. An example would be using the program code from an Olympus audio recorder to run a
low-quality audio recorder. While this is an economic and intellectual property theft problem [2], that is
not the focus of this study. What is important here is the evidence created.

As time goes on, forensic professionals are going to encounter more of this technology rather than
less. When faced with these lower quality items we must ask: Does the low quality or unethical creation
of these items make the data any less valid or viable than other digital devices? When looking at the files
created, can the devices used for creation be identified, and are the files that are created in a recognizable
format that can be easily accessed and used?

Another area of note is the multi-functionality of many of these devices. The common unbranded
smartwatch not only functions as an add on to a smartphone but can often be fitted with a SIM card to

2



make the watch a stand-alone phone. Does this mean that evidence can be collected from these devices in
the same manner that we already collect data from cell phones? On the web base article “China Phone
Hacking”, there is a great deal of information about how to possibly access the file structure of these
watches to obtain the data they contain [7], but identifying the exact hardware and firmware on the

devices is not always easy or even possible.



CHAPTER 1T
PREPARATIONS

This is an exploratory test on various types of multimedia created on a variety of
unbranded/counterfeit devices. The original concept was to test several smart watches and find what data
could be collected from them, however; after receiving many watches they were found to have arrived
damaged or became inoperable shortly after arrival and before data could be retrieved. Due to this, two
unbranded watches were selected due to the fact they reliably continued to function throughout testing.
Added to this study were two unbranded hidden cameras and two unbranded audio recorders. All devices
will be used to create native files for the device type and the data will be collected in a forensically sound
manner for analysis in appropriate programs. The goal of this study is not to judge the quality of the
respective file type, but rather to find if the files can be authenticated based on the device that created
them, and in the case of the smart watches, if they leave evidence on the phone they are paired with.

Materials

The software programs used in this study were: Cellebrite version 7.15.1, FTK Imager, iZotope
RX 6, JPEGSnoop, Media Info, FFMPEG, HXD and 010 Hex Editors and USBDview. The two smart
watches selected are unbranded. One contains a model number of yay-q18, and the other, R306. They are

depicted as follows:

Figure 2.1 yay-Q18 Smart Watch Figure 2.2 R306 Smart Watch



The first audio recorder used in this study is a USB voice recorder, no known brand, and is depicted

below.
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Figure 2.3 USB Voice Recorder

The second audio recorder used was an unbranded, standalone recorder like a small Olympus voice

recorder and depicted below

Figure 2.4 Stand-Alone Voice Recorder

The final two devices were two “hidden” cameras. The first was in the shape of a lighter (Figure 2.5) and

the other was in the shape of a pen (Figure 2.6).
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Figure 2.5 Lighter Hidden Camera Figure 2.6 Pen Hidden Camera
Micro SD cards were the storage required by all devices that did not have built-in memory. Micro Center
brand 16 GB Micro SDHC cards were used in this study. The final item used was a Samsung Galaxy S5
smartphone, model number SM-G900T. For the duration of this study the phone was activated on the T-

Mobile network. The phone and memory card type are depicted in figures 2.7 and 2.8.

Figure 2.7 Micro SD Card Figure 2.8 Samsung Galaxy S5



Methods
This study did not focus on audio, video, or image files that were created by the phone, so no
recordings were made with it. The rest of the items were used to create various files based on the type of
device. The following table indicates the files that were created with each device, and the software used

to retrieve the data from the device storage while employing USB write-blocking software:

Table 2.1 Device Data Retrieval

Data Acquistion

Device Files Created Method USB Identifier
Smart .
IMGOO1A.jpg .
Watch 1 010100052900 amr FTK Imager No Identifier found
yayql8
Smart .
Watch2 | . IMGO002Apg FTK Tmager VID_0ESD&PID_0002\530271807000700
010100162400.amr
R306
Audio REC001.wav FTK Imager VID 10D6&PID 1101\7&2a24¢7ed&0& 1
recorder
USB
Audio rec00000.mp3 FTK Tmager VID EOB6&PID 0811\7&2a24¢7ed&0& 1
Recorder rec00001.mp3

SUNP0000.avi
SUNPO0001.avi
SUNP0002.avi
SUNP0003.avi
SUNP0004.avi
SUNP0005.avi FTK Imager VID 1B3F&PID 0C52
SUNP0006.avi
SUNP0007.avi
SUNPO0008.avi
PICT0000.jpg
PICT0001.jpg

Lighter
Camera

Pen PICTO0000.jpg
Camera RECO0000.way FTK Imager VID_046D&PID_C537\6&31465¢b8&0& 10

As shown, each device was used to create media files in one, or more when applicable, media types. Also
shown is the USB identification of each device when available. Regarding the smartwatches, the data

retrieved was from the microSD card only.



Utilizing both HxD and 010 Hex editors, I will be checking the hex data of the created
multimedia files to look for unique and identifiable features to help with authentication of the files, and to
check if any device specific information is embedded in that hex data. IZotope RX 6 will be used to check
the spectrographs of all audio data to look for any visual indication of inconsistencies within the sound
data produced and to verify that sound data does exist within the file if playback fails.

During this study, attempts were made using Cellebrite to try and retrieve all available data from
the watches using generic phone profiles. All attempts to acquire images of the watches in this manner
failed. Further attempts to mount the file system of each watch as a readable drive also failed in both
Windows and Linux operating system. To attempt to gather further data on the devices, each smartwatch
was paired with the Galaxy S5 phone and used to send and receive at least one text message. The phone
was then forensically acquired following standard Cellebrite procedures. The phone was wiped and reset
for each watch pairing. The data retrieved from the phone was consolidated in a UFED Reader report

from Cellebrite to be used as reference for this report.



CHAPTER II1
BREAKDOWN OF RETRIEVED DATA
Analysis of Smartwatch 1

Smartwatch one contains both a camera and a microphone and can create audio and visual media.
Attempts to create test media originally failed due to the need to have a memory card placed in the device
for storage. Once a microSD card was placed in the device, a photo was taken, and an audio file was
recorded using the built-in camera and microphone. The device was set for a date of 12/31/2016 at around
11:00 pm when these tests were conducted. The test files were retrieved using FTK Imager and the watch
as an external USB drive. The files retrieved were IMGO01A.jpg and 010100052900.amr.

Device Analysis

While this device was connected to the computer, a check of USB devices was made. No
identifying data was retrieved, and the device was listed simply as a USB Mass Storage Device. While
attached, only the microSD card was accessible, no connection to the watch file structure was made.

File Analysis

The first item checked was the time stamps of the retrieved files. Both the image and audio file
were seen to have time stamps consistent with the time displayed on the watch at the time of creation. The
next item checked was the file information in HXxD and 010 hex editors for the file structure information.

The hex data found for IMGO01A.jpg is as follows in Figure 3.1.



tn

3
5

L
]
£

tn
.|
tn

R e B v ¢ BT RN |

R |

Figure 3.1 IMG001A.jpg Header Hex Data

00000B60 34 B4 ED RO 83 14 BC D1 46 4F 28 B5 C6 21 CF SA 4°1 f.4uNFN(nE'iz
00DOOBT70 28 39 A4 39 A7 60 0% DE 8A 3B D1 45 AE 01 SA oD (9uss'.035:HES®.S.
000C0BBO 04 D2 13 48 03 22 83 C7 TA 3F OR 43 40 30 7A E6é .0.H."fCz?.CBEze
00000BS0 83 F5 A4 EF 46 70 28 ER 1D 40 93 9A 52 73 49 9L fOuiFp(&.@“3RsIS
00000BAO 4E 33 4E CO CF FF D3 F2 BA 4A 52 41 ED 49 9A 15 N3NAT§Oo6°JRALIS.
00000BBO C4 T7F FF D9 A.yU0

Figure 3.2 IMGO001A.jpg Footer Hex Data
The data shows that the file has the correct information to indicate that this is an image file as denoted by
the FF D8 at the start of the file, and the FF D9 at the end. Outside of the basic and common JPEG data,
there is no other identifiable hex data to give any indication of hardware or software used. While there is

little to authenticate within this file, the image file does properly open, and is consistent with a JPEG
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image file. This is a known original photo, but it should be noted that when the EXIF data of the file was
checked using JPEGSnoop, it was reported as an altered or processed image.

The second file from this device is the audio file labeled 010100052900.amr. This type of file is a
compressed audio file optimized for storing spoken audio data and is commonly used by cell phones for

that purpose [5]. The relevant hex data for this file is as follows in Figure 3.3.

[}
]
[}
ad
[}
[T
[}
n
=)
o
]
-1
[}
(&}
[}
L
[
i
[
1
[
(i
[}
=3

B JE OF Decoded text

Offset (h} 00 01

00000000 FS 21 41 4D 52 0A 3C 47 01 1F BE® 80 7T AL CO 49 %]AHR.{G..1€W¥ﬁI
00000010 80 AR E9 ECQ 8D CC AS 8A BR DC 6D E1 A3 20 93 07 €263.1¥5 (mas ™.
00000020 82 10 25 AA Bl E0 3C 47 01 1F BS BO 77 AS CO 49 , . %3+a<G. . EwW¥AT
00000030 80 AR E9 ECQ 8D CC AS B8A BR DC 6D E1 A3 20 93 07 €2&a.1¥5 (mas ™.
00000040 82 10 25 AA Bl E0 3C 47 01 1F BS B0 77 AS CO 49 , . %3+4<G. . EwW¥AT
00000050 80 AR E9 ECQ 8D CC AS B8A BR DC 6D E1 A3 20 93 07 €2&a.1¥5 (mas ™.
00000060 82 10 25 AA Bl EO0 3C F& 64 64 40 48 70 02 00 34 ,.%%'ia<sdd@Hp. .4

Figure 3.3 01010052900.amr Hex Data

In Figure 3.3, Offset 00000000-00000005 indicate the proper file header information to indicate that this
is an amr audio file. There is no further identifying information contained within the file to denote
software or hardware used in the creation of the file. As with the previous file tested, this file opens
properly and shows nothing unexpected for the file type. This file was also opened with iZotope RX 6
Audio Editor to view the spectrograph of the audio data to look for obvious inconsistencies as indicated in

Figure 3.4. Based on the test recording made, no inconsistencies were found.
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Figure 3.4 010100052900.amr Spectrograph View

The final stage of testing with this device was to attempt to connect the watch to the Samsung
Galaxy S5 cell phone and attempt to send and receive information with the watch. Attempts to pair the
watch as a Bluetooth device natively to the phone failed. Several third-party applications were used to
attempt to sync the watch to the phone. BT Notify was found to be somewhat successful in that it could
identify the watch as a device, but no text message information would share between the devices.

Analysis of Smartwatch 2

Smartwatch two contains both a camera and a microphone and can create audio and visual media.
Attempts to create test media originally failed due to the need to have a memory card placed in the device
for storage. Once a microSD card was placed in the device, a photo was taken, and an audio file was
recorded using the built-in camera and microphone. The device was set for a date of 12/31/2016 at around
11:15 pm when these tests were conducted. The test files were retrieved using FTK Imager and the watch
as an external USB drive. The files retrieved were IMGO002A.jpg and 010100162400.amr.

Device Analysis

12



While this device was connected to the computer, a check of USB devices was made. The
identifier \VID_OE8D&PID 0002\ was retrieved from the device. This is a known identifier for several
USB mass storage devices. While attached, only the microSD card was accessible, no connection to the

watch file structure was made.

File Analysis
The first item checked was the time stamps of the retrieved files. Both the image and audio file
were seen to have time stamps consistent with the time displayed on the watch at the time of creation. The

next item checked was the file information in HxD and 010 editors for their file structure information.

The hex data found for IMGO02A..jpg is as follows in figure 3.5 and 3.6.

Figure 3.5 IMG002A.jpg Header Hex Data

13



00001000 €A 46 SF 2B FD A9 3F E3 E3 C2 A7 FE 98 5D FF 00 JF.+y®?53Aspb~1¥.
00001010 EB8 49 SE 51 73 E9 SE AF FB 50 9D D7 1E 15 FF 00 &I~Qsé~ aP.x=..¥.
00001020 AF 78 A3 FF 00 SF 2D 7% 3D C7 5C FB 54 27 B9 A5  {&¥..-v=C\QT'®¥
00001030 B4 2B BY E4 D4 66 9F 27 53 51 93 4D 80 26 9B 8L -~ +*E0FY'SQ“MEt»3
00001040 56 L6 96 34 80 FF D3 FO 93 ED 4D 34 B9 A4 CD 2D V!-4€708“iM4ni-
00001050 46 7F FF D9 F. {0

Figure 3.6 IMG002A.jpg Footer Hex Data

The data shows that the file has the correct information to indicate that this is an image file as denoted by
the FF DS at the start of the file, and the FF D9 at the end. Outside of the basic and common JPEG data,
there is no other identifiable hex data to give any indication of hardware or software used. While there is
little to authenticate within this file, the image file does properly open, and is consistent with a JPEG
image file. This is a known original photo, but it should be noted that when the EXIF data of the file was
checked using JPEGSnoop, it was reported as an altered or processed image.

The second file from this device is the audio file labeled 010100162400.amr. The relevant hex

data for this file is as follows in Figure 3.7

Cffsec(h) 00 01 02 03 04 05 06 07 08 0% 0A OB OC OD OE OF Decoded text

00000000 23 21 41 4D 52 Oa 3C 47 01 1F B& BO 77 AS CO 495 %!AHR.<G..1€W¥QI
00000010 80 AA E9 EC 8D CC AS B84 BR DC 6D E1 A3 20 93 07 €2£8a.1%¥5 Umas ™.
00000020 82 } 25 Ax Bl EO 3C 47 01 1F BS ) 77 BS CO 4% , . %3+a<G.. €w¥AT
00000030 80 AA E9 EC 8D CC AS 84 BR DC 6D E1 A3 20 93 07 €2£&a.1¥5 Umas ™.
00000040 82 10 25 AA Bl EO 3C 47 01 1F BS 80 77 AS CO 4% ,.%3+3a<G. . Ew¥AT
00000050 80 AA E9 EC 8D CC AS S84 BR DC 6D E1 A3 20 93 07 €2£&a.1¥5 Umas .

Figure 3.7 010100162400.amr Hex Data
In Figure 3.7, Offset 00000000-00000005 indicate the proper file header information to indicate that this
is an amr audio file. There is no further identifying information contained within the file to denote
software or hardware used in the creation of the file. As with the previous file tested, this file opens
properly and shows nothing unexpected for the file type. This file was also opened with iZotope RX 6
Audio Editor to view the spectrograph of the audio data to look for obvious inconsistencies as indicated in

Figure 3.8. Based on the test recording made, no inconsistencies were found.

14



@ iZotope RX 6 Advanced Audio Editor - 010100162400 amr - X
File Edit View Modules Transport Window Help

Figure 3.8 010100162400.amr Spectrograph View

The final stage of testing with this device was to attempt to connect the watch to the Samsung
Galaxy S5 cell phone and attempt to send and receive information with the watch. Due to the limited
success with Smartwatch One, BT Notify was used to sync this watch with the Galaxy S5 phone. In this
case, the watch was able to communicate with the phone and send and receive text messages. It is
unknown if the data was stored anywhere on the watch, as no connection to the operating system file was

able to be made, the Cellebrite acquisition was able to see the text message as shown in Figure 3.9.

15



Source file;

All timestamps

Parties

| To: 4780551520

Body |E| T

Test

Figure 3.9 Cellebrite Message From Smartwatch 2
Further searching into the data recovered by Cellebrite did show that the various syncing apps used for
unbranded smartwatches was installed on the phone as seen in figure 3.10. While the apps did connect to
the BT Notifier application, there did not appear to be a log in the Bluetooth database on the phone for the

connection to the phone.

OB loa — v 2 i B Decodedby * Name * Version ¥ | Description * | Identifier v  Application ID v | Purc
il 1 BT Notifier 31 «com.oss.btnotifier 32172 =
2 SmartWatch Sync 25 com.OnSoft.android Bluet... 32172
]
3 Watch Droid Phone 10.1 com.lumaticsaftwatchdroi... 32172
[]
I 4 Bt Notifier -Smartwatch no... 1.0 com.azts binotifier 32172

Figure 3.10 Cellebrite Bluetooth Application Installation

16



Analysis of USB Voice Recorder
The USB Voice recorder contains a microphone and an internal battery that is charged via USB
port directly. Two test audio files were recorded with the device, rec00000.mp3 and rec00001.mp3, with
the first file being used for analysis.

Device Analysis

While this device was connected to the computer, a check of USB devices was made. The
identifier \ VID _EOB6&PID 081\ was retrieved from the device. This is a known identifier for several
USB human interface devices and is consistent with a generic USB microphone. The device model is
listed as AC309N with no brand. A search for this model number returns several USB voice recorders of
various styles and no specific manufacturer. There also appears to be no way to set a date and time for
this device.

File Analysis

The first item checked was the timestamp of the retrieved file. The file was seen to have a date
stamp of 1/1/1601 with no time. Since there is no timestamp, the first date of the Gregorian Calendar
appears to be attached to files created with this device [6]. The next item checked was the file information
in HxD hex editor for file structure information. The hex data found for rec00000.mp3 is as follows in

figure 3.11.

Cffsec(h) 00 01 02 03 04 05 06 07 08 09 0A OB OC OD OE OF Decoded text

QOooo0o0 EF FIv 88 8933033 3355 544 49 094 T3 33 5360 ﬁ?“.SSSUUDDD333m
00000010 24 89 24 90 00 00 00 OO0 OO0 OO0 OO0 OO0 0D 00 0D 00 S&EF.....cvveveeas
00000020 00 00 00 C3 OC 30 C3 29 EA 4A 7A 93 26 9C C9 A7 ...A.0A)&Jz"sclS
DO000030 3E 39 CF 8E 73 A8 9C EA 27 44 6A 92 94 A4 26 9D >9IZs w&'Ji’3=s.
00000040 09 AT 4E 5% 53 %6 54 65 895 1% 65 52 89 94 AF §4 .SNYS5-Te+.eRw"¢d
00000050 66 Al 19 A8 52 89 94 A2 64 AT AS 29 E9 56 TA D5 f£;. R%"¢d§¥)evzd
00000060 9E B4 AB A5 2A 29 5A 69 96 %A 64 E6 Al 39 A8 TT ET¥Y)Zi-Sdxi9w
annnnnTo G R o ST o TR S S o R o T o FR S R S R S T o SR S R R o R 2 R TeT T T T T T  TeT TeT T TeT T T T TaT T

Figure 3.11 rec00000.mp3 Header Information

17



The file header does not conform to standard mp3 file containers, and when it was opened with common
audio player software, it was unable to play. However, when the file was opened with iZotope, the audio
information was available as seen in figure 3.12.

@ iZotope RX 6 Advanced Auio Editor - rec00000.mp3 - X
File Edit View Modu rt Window Help

Figure 3.12 Spectrograph of rec00000.mp3

The audio file was successfully played from iZotope and was able to be exported as a different file type
that could be used with common audio player software.
Analysis of Stand-Alone Audio Recorder
The stand-alone audio recorder contains 8 gigabytes of internal storage, stereo microphones, and
is powered by an internal, USB port rechargeable battery. This device also has external controls for
recording and playback on a built-in speaker. A test audio file named REC001.wav was created with this
device.

Device Analysis

While this device was connected to the computer, a check of USB devices was made. The
identifier \ VID EOB6&PID 081\ was retrieved from the device. This is a known identifier for several

mp3/mp4 recorders and players made by Actions Semiconductor Co., Ltd. It is unknown if this device
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was manufactured by this company or if the technology was cloned. The date and time of this device was
not set to current time due to virus concerns that are mentioned in the device documentation. The default
date of December 31, 2015 was left in place for testing.
File Analysis

The first item checked was the timestamp. The file was consistent with the device time of

December 31%, 2015 at 11:00 pm. The next item checked was the file header and is shown in figure 3.13

below.

QOQQQQoo FZ 449 44 46 FH 01 03 00 57 41 56 45 &6 €D T4 20 %IFFE...WRVEfmt
00000010 E4. 01 00 G0 11 00 01. 00 80 BE 00 00 CO 5D 00 00 @eeeeaas €»..i]..
Q0000020 00 04 04 00 02 00 F9 Q7 00 00 00 90 00 Q0 00 90  .....s | B e e
00000020 00 00 00 G0 00 00 DO OO0 00 00 00 00 DD G0 00 B0 (i sesnassaonia

00000048 00 69 00 80 00 @0 00 60 00 60 D0 60 00 80 DO B0 o oaeaiaieaeaaa

Figure 3.13 REC001.wav Header Hex Data
As shown, the header information identifies this file as a .wav file. This file did playback properly on the
device itself, but once the file was transferred to a desktop computer, no common audio programs would
play the file, citing corrupt file errors. An attempt to open the file with iZotope also failed. A final attempt
to open the file in VLC Media Player did allow the file to be played. VLC Media player was then used to
export the audio file in a lossless compression .flac format. The exported file was able to be opened in

iZotope as seen in figure 3.14.
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iZotope tvanced Audic Editor - convert.flac bl
iZotope RX 6 Ad: d Audic Ed RECOO1 fl [m] b 4
File

Edit View Modules Transport Window Help

Figure 3.14 REC001.wav Spectrograph After Format Conversion
Analysis of Lighter Camera
This camera is designed to be a hidden camera that resembles a cigarette lighter. It contains a
pinhole camera and microphone and is powered by an internal USB port rechargeable battery. This device
has an external button to start recording. Several test files were made, but only the files labeled
SUNP0000.avi and pict0000.jpg were used for analysis.

Device Analysis

While this device was connected to the computer, a check of USB devices was made. The
identifier \ VID_1B3F&PID_0CS52\ was retrieved from the device. This is a known identifier for cameras
manufactured by Generalplus Technology Inc. It is unknown if this device was manufactured by this
company or if the technology was cloned as there are no identifying labels on the device itself. The date
and time of this device is set based on a text file on the root of the microSD card named tag.txt. The

default date of May 1%, 2016 was left in place for testing.
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File Analysis

The first items checked were the timestamps. The device has initially been charged to full power
22 days before the tests were conducted. The internal clock, when the device had power, did keep time
from the initial date and time stamp mentioned previously. Given this information, the date and time of
the test files of May 23™, 2016 at 9:24 am was consistent with the device time. The next item checked

was the file information in HxD and 010 hex editors for the file structure information. The hex data found

for pict0000.jpg is as follows in figure 3.15 and 3.16.

3I
Sk
TR

p I & 4 I

Figure 3.15 pict0000.jpg Header Hex Data
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00013600 AS 34 OC 50 77 OF 94 B4 D8 90 13 8A 4F D4 90 C4 ¥4.Pw.” $..5N0.&
00013610 03 SA 70 EB 43 01 49 A1 4D 22 98 B4 13 84 A3 31 .SpeC.I;M"~‘ .81
00013620 33 CD 3A 84 30 A3 AS 26 08 40 BS C9 A0 2F 14 8¢ 3I:.08¥s.@E /.1
00013630 (0 D2 &7 FO AD 91 29 54 53 40 38 IC 76 AS EA 28 A0ga ") TSE8.v¥E{
00013640 65 21 08 C5 14 aC FFE DS E!.ﬁ..?ﬁ

Figure 3.16 pict0000.jpg Footer Hex Data

The data shows that the file has the correct information to indicate that this is an image file as denoted by
the FF D8 at the start of the file, and the FF D9 at the end. A search was conducted for GPEncoder since
it is displayed in the file information, but no information was found. Even though no information was
found, it is likely that GPEncoder stands for General Plus Encoder based on the manufacturer of the
device. There is no other identifiable hex data to give any indication of hardware or software used. While
there is little to authenticate within this file, the image file does properly open, and is consistent with a
JPEG image file. This is a known original photo, but it should be noted that when the EXIF data of the
file was checked using JPEGSnoop, it was reported as an altered or processed image.

The second file from this device is the video file labeled SUNP0000.avi. The relevant hex data

for this file is as follows in Figure 3.17

Offset(h) 00 01 02 03 04 05 06 07 08 0% 0A OB OC OD OE OF Decoded text

Qo000000 bE 449 45 46 FB8 FF 07 00 41 56 48 20 4 49 53 54 ﬁIFFﬁy..AvI LIST
Q0000010 54 01 00 O0 68 64 T2 6C 61 76 69 €8 28 00 00 00 T...hdrlavih8...
00000020 25 82 00 OO0 OO OO OO OO OO OO OO0 OO0 10 0L 00 00 By ceewwssamomsas
00000020 20 00 00 OO0 OO OO OO0 OO 02 OO0 OO0 OO0 OO0 00 00 00 e wwssmmomsns

Figure 3.17 SUNP0000.avi Header Hex Data
In Figure 3.17, the hex data indicates the proper file header information to indicate the video file
information. Further information about the video file can be seen later in the hex data as shown in Figure

3.18 below. The rest of the file structure was consistent with a motion JPEG video.

56 33 20 32 nus AviPackerVi 2

Q00D0D150 75 73 20 41 76 €9 50 61 63 €B €5 72 E

00000160 30 31 31 30 35 32 30 00 4C 45 53 54 E4 0B 07 00 0110520.LI5TA. ..
00000170 &D &F Te €% 30 30 64 &3 00 00 00 00 30 30 84 €3 moviOOdc....00dc
Q0o00180 DE 39 00 00 FF D8 FF FE 00 OB 47 50 45 6E &3 &F PBY9..V¥b..GPEnco

Figure 3.18 SUNP000.avi AviPacker Hex Data
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As with the previous file tested, this file opens properly and is consistent with the file type. The item
shown in Figure 3.18 labeled AviPackerV3 was found to be the General Plus video encoder and is
available as an open source download. One flaw with the video was due to the camera itself. The camera
lens was blocked and recorded only black frames, but it also recorded audio. This file was also opened
with iZotope RX 6 Audio Editor to view the spectrograph of the audio data to look for obvious
inconsistencies as indicated in Figure 3.19. Based on the test recording made, no inconsistencies in the

audio were found.

@ iZotope RX 6 Advanced Audio Editor - SUNPO0OD.avi —~ x

Figure 3.19 SUNP0000.avi Spectrograph View
Analysis of Pen Camera
The final device tested in this study was a hidden camera built in to a writing pen.. It contains a
pinhole camera and microphone and is powered by an internal USB port rechargeable battery. This device
has an external button to start recording. All attempts to record video with the device failed, but image file

PICT000.jpg and audio file RECO0000.wav were created.
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Device Analysis

While this device was connected to the computer, a check of USB devices was made. The
identifier \ VID_046D&PID_C537\ was retrieved from the device. The vendor id for this device is
identified as being from Logitech, but the device id did not return results. There is no data to support that
this device was manufactured by Logitech. The date and time of this device is set based on a text file on
the root of the microSD card named time.txt. The default date of March 8, 2017 was left in place for
testing.

File Analysis

The first items checked were timestamps. The device has initially been charged to full power 3
days before the tests were conducted. The date and time stamp of both files was February 8", 2015. This
would indicate that the date and time stamps of this device are not valid. The next item checked was the
file information in HxD and 010 hex editors for their file structure information. The hex data found for

pict0000.jpg is as follows in figure 3.20 and 3.21.
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oo
EF:
15

Figure 3.20 PICT0000.jpg Header Hex Data

00oDB3BOD 14 5C 86 1% A3 34 OE E1 4% 4C 02 8 04 14 52 00 .N—-.£4.aTL.5..R.
C000B3CDO AD D3 €00 A2 80 41 45 02 0A 285 00 A4 A4 01 45 00 O.¢ERAE. . {.uH.E.
gooDE3D0O 14 53 04 14 50 30 A2 98 890 52 50 26 14 B4 OC 4 .5..P0¢”.RPE. .J
GODOB3EQ 29 00 B4 94 08 28 A0 02 8A 00 28 A0 02 82 00 28 ). ™.{ .5.f .5
000DE3FD A0 02 8A 00 28 AD &1 4B 40 05 14 08 28 A0 &1 4B 8. aKR...( aK

Figure 3.21 PICT0000.jpg Footer Hex Data
The data shows that the file has the correct information to indicate that this is an image file as denoted by
the FF D8 at the start of the file, and the FF D9 at the end. Outside of the basic and common JPEG data,
there is no other identifiable hex data to give any indication of hardware or software used. While there is
little to authenticate within this file, the image file does properly open, and is consistent with a JPEG
image file. This is a known original photo, but it should be noted that when the EXIF data of the file was

checked using JPEGSnoop, it was reported as an altered or processed image.
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The second file from this device is the video file labeled RECO0000.wav. The relevant hex data

for this file is as follows in Figure 3.22

Q0000000 FZ 40 46 46 30 D4 01 00 57 41 56 45 66 6D 74 20 RIFFCIE} HWAVELfmtC

goopo03I0o 10 00 OO0 OO0 01 00 01 00 40 1F 0O 00 80 3E 00 00 J...... @...8x»..
00000020 02 00 10 00 66 €1 &3 74 04 OO0 00 00 00 BE 00 OO fact. oo ..
DDOD0D030 64 61 74 61 00 D4 01 00 51 00 3D 00 F3 FF BT FF data.d..0.=.4%-%
Q0000040 C5 FF 06 00 2D 00 34 00 21 00 F3 FF Ce FF C3 FF Fiy -4 ATEGRY

Figure 3.22 RECO0000.wav Header Hex Data
In Figure 3.22, the hex data indicates the proper file header information to indicate the audio file
information. There is no further identifying information in the hex data of the file. As with the previous
file tested, this file opens properly and is consistent with the file type. This file was also opened with
iZotope RX 6 Audio Editor to view the spectrograph of the audio data to look for obvious inconsistencies
as indicated in Figure 3.23. Based on the test recording made, no inconsistencies in the audio were found.

COODDD.WAY
File Edit View Modules T Window _Help

Figure 3.23 RECO0000.wav Spectrograph View
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Overall Results
Smartwatches

Both smartwatches tested were of similar style and functionality. During testing it was also noted
that the operating system of both watches, while looking different visually, had almost identical controls.
When coupled with the similar file structures and naming conventions seen when saving files, it is fair to
say that the same base programming might well be operating both devices.

During the initial stages of this study, it was planned to retrieve data from the file system
of the smartwatch operating system, but based on the limited data available, no instructions were
available to discover a process to accomplish this. A secondary attempt to retrieve the data was made
using Cellebrite mobile phone forensic acquisition software. The basis for this attempt is that the watches
are also functioning cell phones as stand-alone devices. Various settings within Cellebrite were tried for
all generic devices, but no attempts to connect in this manner were successful.

The final attempt to obtain possible evidence from the watches was made by paring them with a
cell phone that had been set up as a new device. Once paired, attempts were made to send and receive
data through the Bluetooth connection in the form of text messages, and anything else available once the
devices were paired. As discussed previously, there was limited success in pairing the watches to the
phone, and what success there was depended heavily on third party applications that did not seem to store
much data of value on the phone itself.

Audio Recorders

The two audio recorders that were used for this study were the same in that they both are audio
recording devices, but both have significantly different operating parameters. The USB audio recorder
was designed to be a covert recording device made to look like a USB Flash drive with no accessible
internal operating system. In contrast, the stand-alone recorder is a device that can be powered on and
controlled by various buttons available for recording and playback on the device itself. Regardless of the

different purpose each device was designed for, they both successfully recorded audio data.
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There were problems found with both devices with their ability to record the date and time to the
files that they created. The USB recorder had no mechanism in place for notating the time on any file that
it creates, defaulting instead to the first day of the Gregorian Calendar. The problem with the stand-alone
recorder was more volatile. When reading the instructions for setting the time and date, it was stated to
use the SetTimeTool.zip file that was included on the recorder. It was further advised, in the instructions,
that this program might cause a threat to be found by virus detection software and that the user should
disregard that warning. Because this device has an unknown manufacturer, this was deemed an
unnecessary risk during the testing process. While the time was not updated for that reason, the timestamp
placed on the created file was true to the time the device was set for.

Both audio devices did successfully audio data, but it was data that could have easily been
overlooked due to encoding errors on the created files. In both cases, trying to play the files in native
audio player programs failed. The file created by the USB audio recorder was able to be opened in
iZotope, and the data exported to a different format. The file created by the stand-alone audio player was
able to play on the device, but did not work on native players in Windows, and could not be opened in
iZotope. The final attempt to play the file in VLC media player was successful and did allow for the audio
data to be exported in a different format that was then playable in all programs. It is likely that this was
successful due to the fact VLC Media Player is based on software that can play most media based on the
media data in the file rather than the file container it is in.

Audio/Video Devices

In the case of the audio/video devices tested, both were designed to be covert recording devices.
The first is designed to look like a cigarette lighter and the second as a writing pen. On both devices the
cameras and microphones were operational, though the design of the lighter caused the lens to be blocked.
While this problem did cause the video taken to be black frames, it did record a usable video file of what
was in the camera’s line of sight. The audio data from the lighter was unaffected by the blocked lens. Due

to a lack of included instructions, it was difficult to properly operate the pen camera, and a video was not
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created. Audio and photographic data was able to be created with the pen camera. The files created with
both devices were able to be used in native programs with no issues arising.
USB Identifiers

The program USBDeview was used to check the information from each device to attempt to
identify the manufacturer of each device. As noted previously, the only device that had what appears to be
valid identification information is the lighter camera. The id information VID 1B3F&PID 0C52 is
known to be used by Generalplus Technology Inc. for cameras that it manufactures, and a search of this
company shows that they have created several pinhole cameras for a variety of devices in the past. All
other devices either show as generic storage devices or have id codes that result in multiple possible
devices.
Hex Data

Aside from the files created by the lighter, all files displayed what appeared to be appropriate file
information for the data contained but had no further identification data for the devices that created them.
In the case of the lighter, there were other markers that can be traced back to Generalplus Technology Inc.
It should also be noted, as discussed previously, the audio files created by both audio recorders would not
play natively until converted to a different file format. Given that the file headers indicated that the files

were in a .wav format, they may not be correct due to the problems encountered during the testing.
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CHAPTER 1V
CONCLUSIONS

The basic question of this study is can we rely media files from unbranded technology as
evidence? Overall the answer is yes, we can, but we must also be cautious when doing so. One problem
that is encountered with these devices is that authenticating them is problematic as there is little to no
identifying data encoded into most of the files. Even so, we can use many other techniques to validate that
the files are original and unaltered in the same way that we would with any media file that we encounter.
One advantage to these devices is that, for the most part, they use microSD storage for all recording
activities. Because of this, it would be forensically sound to place a wiped microSD card in the suspect
device to create test files for comparison if that device is available.

Another area of concern is possibly missing data that is contained in some files created. Because
there is little documentation for many of these devices, their operation and file creation may not be
consistent with other, better known devices. When attempting to use files created by these devices, a
forensic analyst does need to look further into the data contained in files that cause errors when
attempting to open them.

One last determining factor in verifying data from these devices is the totality of the
circumstances in which the data was created. Many known devices have incorrect time stamps when the
data is collected, and several known brands record data with no identifying information within the files. If
the data comes from a reliable source it does not become invalid, it simply means all of the available
information needs to be taken into account when deciding if the evidence is reliable.

Future Research

The reality of many of these devices is they are like any number of inexpensive technologies that
are available in almost every aspect of life. Attempting to catalogue every unbranded device on the
market would be a monumental, if not impossible, task. What could be of use would be further research
into a simple, possibly universal way to access the data stored on the variety of unbranded smartwatches
that are on the market. Many of them seem to work on similar operating software, but the instructions on
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accessing and modifying the data on these watches are limited, and in the case of this study, completely
inaccurate. There are several Russian based companies that offer programs that are advertised as allowing
the user to access and change the data on these types of smartwatches, but no information on how this
access is obtained was available. More in depth study on these watches and the software that can access

the data may shed more light on the data that can be retrieved.
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APPENDIX A

MEDIAINFO DETAILS FOR ALL FILES

SMART WATCH 1

General

Complete name

I:\Audio\010100052900.amr

Format AMR

Format/Info Adaptive Multi-Rate
File size 9.22 KiB

Duration 55900 ms

Overall bit rate mode Constant

Overall bit rate 12.8 kb/s

Audio

Format AMR

Format/Info Adaptive Multi-Rate
Format profile Narrow band
Duration 55900 ms

Bit rate mode Constant

Bit rate 12.8 kb/s

Channel(s) 1 channel

Sampling rate 8 000 Hz

Bit depth 13 bits

Stream size 9.22 KiB (100%)

Created Time 12/31/2016 11:05 PM (Consistant with Device Time)

General

Complete name [:\Photos\IMGOOO1A.jpg
Format JPEG

File size 2.93 KiB
Image

Format JPEG

Width 240 pixels
Height 240 pixels
Color space YUV
Chroma subsampling 0.168055556
Bit depth 8 bits
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Compression mode

Lossy

Stream size

2.93 KiB (100%)

Created Time 12/31/2016 11:03 PM (Consistant with Device Time)

SMARTWATCH 2

General

Complete name

I:\Audio\010100162400.amr

Format AMR

Format/Info Adaptive Multi-Rate
File size 10.4 KiB

Duration 6 s 640 ms

Overall bit rate mode Constant

Overall bit rate 12.8 kb/s

Audio

Format AMR

Format/Info Adaptive Multi-Rate
Format profile Narrow band
Duration 6 s 640 ms

Bit rate mode Constant

Bit rate 12.8 kb/s

Channel(s) 1 channel

Sampling rate 8 000 Hz

Bit depth 13 bits

Stream size 10.4 KiB (100%)

Created Time 12/31/2016 11:16 PM (Consistant with Device Time)

General

Complete name [:\Photos\IMGO0002A.jpg
Format JPEG

File size 4.08 KiB

Image

Format JPEG

Width 240 pixels

Height 240 pixels

Color space YUV
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Chroma subsampling

0.168055556

Bit depth 8 bits
Compression mode Lossy
Stream size 4.08 KiB (100%)

Created Time 12/31/2016 11:15 PM (Consistant with Device Time)

LIGHTER CAMERA

General

Complete name

[\DCIM\100MEDIA\SUNP0000.avi

Format AVI
Format/Info Audio Video Interleave
File size 512 KiB
Duration 1s67 ms
Overall bit rate 3931 kb/s
Director Generplus
Original source form/Distributed by Generplus
Recorded date 40358
Copyright Generplus
Video

1D -6.944444444
Format JPEG

Codec ID MIJPG
Duration 1s67 ms
Bit rate 3 865 kb/s
Width 720 pixels
Height 480 pixels
Display aspect ratio 0.010648148
Frame rate 30.000 FPS
Color space YUV
Chroma subsampling 0.168078704
Bit depth 8 bits
Compression mode Lossy
Bits/(Pixel*Frame) 0.00431713

Stream size

503 KiB (98%)

Audio
ID -6.902777778
Format PCM
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Format settings

Little / Signed

Codec ID -6.902777778
Duration 1545 ms

Bit rate mode Constant

Bit rate 352.8 kb/s
Channel(s) 1 channel
Sampling rate 22.05 kHz
Bit depth 16 bits

Stream size

45.0 KiB (9%)

Alignment

Aligned on interleaves

Interleave duration

356 ms (10.67 video frames)

Timestamp Monday May 23 2016 3:24:32 AM (Consistant with time file after device charged)

General

Complete name

I:\DCIM\PHOTO\PICT0000.jpg

Format JPEG

File size 77.6 KiB
Image

Format JPEG
Width 1 280 pixels
Height 1 024 pixels
Color space YUV
Chroma subsampling 1 4:2:2

Bit depth 8 bits
Compression mode Lossy

Stream size

77.6 KiB (100%)

Time Stamp Monday May 23 2016 3:25:08 AM

PEN RECORDER

General

Complete name [\AUDIO\RECO0000.WAV
Format Wave

File size 117 KiB

Duration 7 s 488 ms

Overall bit rate mode Constant

Overall bit rate 128 kb/s
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Audio

Format PCM

Format settings Little / Signed
Codec ID -6.902777778
Duration 7 s 488 ms
Bit rate mode Constant

Bit rate 128 kb/s
Channel(s) 1 channel
Sampling rate 8 000 Hz

Bit depth 16 bits

Stream size

117 KiB (100%)

Timestamp Wednesday Feburary 8 2015 5:22:10 AM (Not Consistant with time file on device)

General

Complete name L\PHOTO\PICT0000.JPG
Format JPEG

File size 33.0KiB
Image

Format JPEG
Width 1 280 pixels
Height 960 pixels
Color space YUV
Chroma subsampling 1 4:2:2

Bit depth 8 bits
Compression mode Lossy

Stream size

33.0 KiB (100%)

Timestamp Wednesday February 8 2051 5:22:00 AM (Not Consistant with time file on device)

AUDIO RECORDER

General

Complete name

I:\Test 1.mp3

Format MPEG Audio

File size 8.32 MiB

Duration 3 min 38 s

Overall bit rate mode Constant

Overall bit rate 320 kb/s

Album Now That's What I Call Music! 85
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Track name Let Her Go (Radio Edit)
Writing library LAME3.99.5

Audio

Format MPEG Audio

Format version Version 1

Format profile Layer 3

Format settings Joint stereo

Duration 3min38s

Bit rate mode Constant

Bit rate 320 kb/s

Channel(s) 2 channels

Sampling rate 44.1 kHz

Frame rate 38.281 FPS (1152 SPF)
Compression mode Lossy

Stream size 8.32 MiB (100%)
Writing library LAME3.99.5

Timestamp Wednesday December 27 2017 4:53:14 (possible virus when trying to reset the time)

USB AUDIO RECORDER

General

Complete name I:\recode\rec00000.mp3
Format MPEG Audio

File size 95.0 KiB

Duration 6 s 48 ms

Overall bit rate mode Constant

Overall bit rate 128 kb/s

Audio

Format MPEG Audio

Format version Version 1

Format profile Layer 2

Duration 6 s 48 ms

Bit rate mode Constant

Bit rate 128 kb/s

Channel(s) 2 channels

Sampling rate 32.0 kHz

Frame rate 27.778 FPS (1152 SPF)
Compression mode Lossy
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Stream size

94.5 KiB (99%)

No Time Stamps Available
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