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ABSTRACT
This research study explores the effects of sending and downloading image and audio
files through the WhatsApp platform. A better understanding of how images and audio are
affected by WhatsApp is necessary because of its popularity and the prevalence of digital images
and audio as evidence in digital forensic investigations.
WhatsApp is a cross-platform communication service that allows the sending of media
files and is one of the most popular services of its kind used worldwide. This application can be
downloaded for use on mobile phones, iOS and Windows computers. There is also a website
application available. The research done here will help investigators understand the process of
different uploading and downloading techniques through different devices and the effects these
methods have on file structure and metadata. An examination of recompression by WhatsApp,
and how the WhatsApp software behaves when interacting with original images and audio will
be conducted. The resulting media file’s structure, metadata, binary data, quantization table data
and other compression characteristics will be examined, and changes between files that are sent
and the corresponding files that are downloaded will be analyzed.
The form and content of this abstract are approved. I recommend its publication.
Approved: Catalin Grigoras
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CHAPTER I
INTRODUCTION
With the advent of computers, the internet, and cell phone technology, people in today’s
world can communicate with anyone anywhere in the world practically instantly at any time. As
technology has evolved, social media platforms have emerged as an efficient vehicle for many
people to share information and keep in touch with each other. Although instant text messaging
is a common means of communication, one of the more effective ways to communicate a
message is through image or audio messages. With current technology, these types of files can
now be easily sent over a variety of social media platforms in virtually an instant.
Given their current popularity and the privacy that many popular social media platforms
offer, social media services that offer instant messaging and file sharing are not only being used
for legitimate purposes, but also for nefarious criminal activity. A significant number of
cybercrimes involve the illicit distribution and possession of media files, and many other cases
involve media files that have been sent and received over social media platforms in one way or
another. For these types of cases, cell phones and computers are a rich source of evidence to
investigators. When evidence media is discovered on these devices, it is important for
investigators to understand how sending and receiving media files over social media platforms
effects the data associated with those files.
For these social media platforms to facilitate the sending of media files containing image
and audio information while providing users with a private and user-friendly environment, many
will take original files and re-compress them so that they will work most efficiently within the
platform environment. While this re-compression makes it easier for platforms to transmit, load,
and store media files, data that could be important from an investigative standpoint is lost.
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Depending on how re-compression takes place however, data can also be embedded into media
files.
Central to the research conducted in this study is the idea that some of the embedded
information, such as when and where a file was created for example, could possibly be useful to
investigators who discover media files on a suspect device. The investigative research will
hopefully be able to help digital forensic investigators recognize the changes that are made to
media files sent and received over the WhatsApp platform. The file structure analysis of media
files sent and received over WhatsApp can be added to the growing library of information
collected in previous studies on how social media platforms interact with media files.
WhatsApp
WhatsApp is a free messaging service that facilitates the delivery of voice
communications and multimedia sessions over internet protocol networks (VoIP). The
application was created and launched in 2009 and in 2014 was acquired by Facebook for $19
Billion [2]. WhatsApp is currently the 3rd most popular social media network, and the most
popular communication application worldwide with 1,600,000,000 active users [4]. Within the
application, users can interact with each other one-on-one or in group messages. The service
supports messaging, media file sharing, voice and video calling all while utilizing the internet via
cell phone data plans or Wi-Fi. Because of this feature, users can use the application to connect
to other WhatsApp users for free. The app can operate on iPhone, Android and KaiOS mobile
devices. It is also available as a desktop application for Microsoft Windows and MacOS, as well
as through the web application WhatsApp Web.
One important feature that has contributed to the popularity of WhatsApp is the use of
end-to-end encryption with every form of communication on the service including multimedia
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messaging and calls. With this encryption in place, it is advertised that WhatsApp employees
cannot even comply with court orders for access to information disseminated through WhatsApp.
This feature is popular with users because it offers privacy. However, end to end encryption
along with the large number of users creates the perfect environment for those with criminal or
terroristic intentions to communicate and share files securely. WhatsApp was even used by
terrorist organization ISIS to orchestrate the November 2017 Paris Attacks and the April 2017
Stockholm Attack [1] [3].
Related Works
Structure and image re-compression analysis of media file transfers over other social
media and messaging platforms such as Twitter [5] and Instagram [6] have been done in recent
years. There have also been more general analyses of multimedia file signatures for smart-phone
forensics [7] and forensic analyses of WhatsApp messaging [8]. None of this previous research
has focused on the file structure of multimedia files sent and received over WhatsApp. These
papers provide a foundation for the research done in this study.
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CHAPTER II
TECHNICAL OVERVIEW
JPEG Compression
The ability to capture digital images and process, store, transmit, and display them
efficiently is something that we take for granted as part of our modern everyday lives. Digital
image compression technology is what gives us this ability. Compression is necessary to reduce
file size so that computers can handle images that would otherwise take up large amounts of
storage space and processing power, ideally while maintaining the visual integrity of images.
Lossy compression algorithms such as JPEG seek to discard information that is less easily
noticed by the human eye and eliminate redundant information that takes up unnecessary space
to achieve this. However, as the compression is applied more aggressively to save more and
more space, quality is sacrificed, and compression artifacts start to become visible.
Of the different methods of image compression that are available today, JPEG is by far
the most widely used and versatile. JPEG, which is an acronym for Joint Photographic Experts
Group, was developed in the late 1980’s and officially published in 1992 [9]. The JPEG standard
was developed out of the necessity for a universal image compression specification in a time
when images were starting to be shared over the internet and computers were not particularly
good at processing images efficiently.
In JPEG compression, a digital image is divided into non-overlapping 8-by-8 blocks and
the Discrete Cosine Transform (DCT) is computed for each block. This makes a set of 64 DCT
Coefficients for each block. These coefficients are then divided by a quantization matrix and
rounded off to the nearest integer. This is where data is lost. Many of these coefficients may now
become zero and no longer need to be stored. Higher frequency information, which is less
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perceptible to the human eye, is also discarded here. Then, a compression algorithm is run on the
entire set of integers [14].

Figure 1: Discrete Cosine Transform
The 64 base cosine waves that can be combined to reproduce any image in 8x8 pixels for
one channel

In this study, only JPEG images were analyzed. This is not only because JPEG images
are so common, but also the fact that WhatsApp is primarily a mobile application, and as a
default setting on most mobile devices images are captured as JPEG.
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Hashing and Stream Hashing
Hash algorithms create a value of hexadecimal characters using complex mathematics
based on a set of data. If any piece of that data changes, the resulting hash will also change.
When two different sets of data produce the same hash value, this is called a collision. A
collision can be engineered or accidental. While collisions have been engineered by computer
scientist in the past, an accidental collision has never been recorded [10]. The Message Digest 5
(MD5) hash algorithm used in this study has been compromised as a result of an engineered
collision before, but MD5 is still accepted as appropriate for digital signatures. Hash generation
software such as the one used in this study generate hash values for given data sets very quickly
and easily. The user selects a file to hash and the software calculates a hash value for that file.
This is useful to identify files that are exact copies of each other as well as to identify files that
may look or sound identical but have differences that are imperceptible to the human eye or ear,
or have differences in metadata.
Stream hashing operates on the same concept as hashing. However, stream hashing only
hashes the decoded data stream of an image file and excludes header and footer or metadata
information. With this hashing method, it can be determined if the data streams of two different
files are identical even if header and footer information may be different.
Metadata
Metadata, according to the Scientific Working Group on Digital Evidence, is “Data,
frequently embedded within a file, that describes a file or directory, which can include the
locations where the content is stored, dates and times, application specific information, and
permissions” [18]. So, metadata is basically data that provides information about other data. In
the case of this study, we are referring to metadata associated with image and audio files. This
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data is some of the most important data to digital forensic investigators as it can include unique
identifiable information about the who, what, when, where and how associated with a media file.
Exif Data
Exchangeable Image File Format, abbreviated as “Exif”, is a form of metadata and is the
format in which data associated with image files captured with digital cameras is stored. The
format was developed and is maintained by the Japan Electronic Industries Development
Association and was first specified in 1998 [11]. Exif data associated with media files can
include, but is not limited to, the GPS coordinates of where the media file was created, time and
date information, identifying information of the recording device, camera settings and much
more.
The volume of Exif data entries associated with a given file depends on the device used
to capture the original image and can be affected by post processing an image file. Some files
may have many Exif data entries while others may have very few. Simply observing how many
Exif data entries there are may give clues to how the image file was captured and processed, and
the content of Exif entries provides important information to digital forensic investigators.
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Figure 2: Exif Data
This figure is an example of a printout of Exif data that was obtained running the program
ExifTool on a JPEG image file
8

Hex Data
At the most basic level, all digital information is stored, processed and represented in
binary form. That is, the binary numerical system of ones and zeros. Each one or zero represents
a binary digit, the smallest unit of data in a computer. Computers can take these bits and process
them as instructions to perform tasks that we want the computer to perform. These ones and
zeros are incomprehensible to most people, but digital forensic investigators must make sense of
this data to represent what it means.
To solve this problem, we have a slightly easier way of representing binary data in the
form of hexadecimal data. Hexadecimal uses a base 16 number system to represent data, using
the numbers 1 through 9 to represent values zero to nine, and letters A through F to represent
values ten to fifteen. Hex reader software can act as a translator to represent the data in
Hexadecimal. This way data is more easily understood. Hex readers can further translate some
data into meaningful ASCII information, which is an abbreviation for American Standard Code
for Information Interchange [12]. ASCII information sometimes contains meaningful words and
phrases that give important information about a file.
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Figure 3: Hex Data
This figure is an example of Hexadecimal data as viewed in the hex viewer 010 Editor. The right
most column contains addresses, the middle column contains data represented in Hexadecimal,
and the right most column contains information interpreted as ASCII. Data is color coded by 010
editor to help identify meaningful chunks of data.
10

Baseline JPEG vs. Progressive JPEG
JPEG images can come in two different forms, Baseline or Progressive. A Baseline JPEG
image uses an algorithm that starts to display image data as it becomes available, line by line
from top to bottom. If you were to see a Baseline JPEG image load slowly, you could see the
image showing up on your screen in this manner. Progressive JPEG on the other hand loads
images in a different way. This type of image is displayed first as a blurry version of the image in
its entirety, becoming clearer and clearer as more image data is made available [13].

Figure 4: Baseline vs. Progressive Encoding
Quantization Tables
Quantization is part of the JPEG compression process. The JPEG compression algorithm
uses one or more quantization tables that dictate the degree to which images will be compressed.
This in turn determines the images overall “Quality Factor”. The original image is processed into
coefficients, and these coefficients are rounded to the nearest integer. This is the part of jpeg
compression where image data is lost and file size is reduced. The resulting integers are divided
by the value in the quantization table that corresponds to that integer. If a higher level of
compression is used the quantization table has higher values in it. In this case a lower quality
image file with a smaller file size is created. If a lower level of compression is used the

11

quantization table uses lower values. In this case a higher quality image file results but the file
size is not reduced as much [15].

Figure 5: JPEG Quantization Tables
This figure portrays two examples of quantization tables that may be used in JPEG compression.
The table on the left is indicative of a lower level of compression, and the table on the right a
higher level of compression.
Lossy Compression Analysis
Lossy compression analysis is a method that can be used to identify what type of
software or device was used to record an audio recording by assessing the traces of lossy
compression in the signal [17]. In this method, reference recordings from known phones or
devices are used to configure a database of compression models for each phone or device. The
compression model that is created consists of AAC decoded MDCT coefficients, the Long-Term
Average Sorted Spectrum, and the Audio compression level of known audio files. Unknown
audio files can be compared against the database automatically to determine if the unknown files
compression characteristics match that of any of the models in the database.
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Figure 6: Lossy Compression Analysis
This figure shows the result of lossy compression level analysis against a curated database. The
red arrow indicates which compression model the inputted file is most consistent with.
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CHAPTER III
MATERIALS
Device Specifications
The research in this study was conducted with six different devices including two laptop
computers and four mobile devices. It was determined that two iPhone devices and two Android
devices should be used. This was because logging in and out of multiple WhatsApp accounts
multiple times on mobile devices caused WhatsApp to lock out the user for increasingly long
periods of time. When it came time to send images from Android to Android or iPhone to iPhone
another device was employed to avoid this issue. The same issue was not experienced with
desktop or web applications. The specifications of the devices used as well as the Google
Chrome web application are listed below.
Table 1: PC Laptop Specifications
PC Laptop
Manufacturer
Model
Processor
RAM
Operating System
WhatsApp Version

MSI
GF65 Thin
Intel Core i5-9300H CPU @ 2.4 GHz
8.00 GB
Windows 10 Build 18362.719
0.4.315

Table 2: MacBook Pro Laptop Specifications
MacBook Pro
Manufacturer
Model
Processor
RAM
Operating System
WhatsApp Version

Apple Inc.
Mid 2015, 15-inch, Retina Display
2.8 GHz Intel Core i7
16.00 GB
MacOS Mojave Version 10.14.4
0.4.315
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Table 3: iPhone 6 Plus Specifications
iPhone 6 Plus
Manufacturer
Model Number
Operating System
Serial Number
IMEI Number
WhatsApp Version

Apple Inc.
NGAU2LL/A
iOS 12.4.5
F9CS706UG5QJ
35 931906 197647 9
2.20.21

Table 4: iPhone 7 Specifications
iPhone 7
Manufacturer
Model Number
Operating System
Serial Number
IMEI Number
WhatsApp Version

Apple Inc.
MN9D2LL/A
iOS 13.3.1
F17VH2K1HG7F
35 676008 911620 9
2.20.21

Table 5: Android G5 Specifications
Android G5
Manufacturer
Model Number
Software Version
Build Number
IMEI Number
WhatsApp Version

LG
LGLS992
LS992ZVF
NRD90U
355602072466687
2.20.21
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Table 6: Galaxy S9 Specifications
Samsung Galaxy S9 Plus
Manufacturer
Model Number
Software Version
IMEI Number
WhatsApp Version
Android Version

Samsung
SM-G965U
G965USQS7DTB1
356420092963925
2.20.108
10

Table 7: Web Application Specifications
In instances where the Web Application was used, it was accessed via the MSI Laptop.
Web Application
Browser
Browser Version
URL

Google Chrome
79.0.3945.130 (official build) (64-bit)
web.whatsapp.com

Test Media Preparation
It was determined that images captured on mobile phones would be the most relevant
type of images to use in this study because the WhatsApp application is primarily used on mobile
devices [4]. The goal of the test media preparation in this study was to ensure that the images and
audio used for testing were identical before sending regardless of the device they originated
from.
A total of four images were used for testing in this study. Two images were captured on
the iPhone 7, and two more images were captured on the Android G5. For each device, one
image was captured in portrait orientation (with the device held upright) and one image was
captured in landscape orientation (with the device held 90 degrees from upright).
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•

The image captured on the iPhone 7 in portrait orientation will henceforth be
referred to as “iPhone Image 1”.

•

The image captured on the iPhone 7 in landscape orientation will henceforth be
referred to as “iPhone Image 2”

•

The image captured on the Android G5 in portrait orientation will henceforth be
referred to as “Android Image 1”

•

The image captured on the Android G5 in landscape orientation will henceforth
be referred to as “Android Image 2”

After the images were captured with each device, the original images were extracted from
the iPhone and the Android devices directly to the MSI laptop computer. The hashes of these
images were then calculated. Then, the images were loaded onto every other device that the
images did not originate from via a data cable transfer. After the images were populated to every
device, a hash verification was conducted against every corresponding image on every device to
ensure that images were not altered by the process of moving them from device to device in
preparation for the study. This verification was successful. At this point, there were 4 images on
the MSI Laptop, MacBook Pro, iPhone 6 Plus, iPhone 7, Android G5 and Galaxy S9.
A total of twenty audio recordings were also used for this study. The twenty audio
recordings with an average approximate length of one minute were recorded on the iPhone 7
using the Apple Voice Memos application. These audio recordings were only sent from the
iPhone 7. Sending the audio recordings from other devices other than the iPhone 7 was
determined to be beyond the scope of this study. Ten of these recordings were recorded with the
“Lossless” setting enabled in the iPhone Voice Memos settings menu, and ten more recordings
were recorded with the “Compressed” setting enabled.
17

A WhatsApp account with the name “Hank Thesis” was create solely for the purpose of
this study to provide a sterile environment for testing. Since WhatsApp requires a phone number
to be associated with any account, a Google Voice account was created to associate the
WhatsApp account with.
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CHAPTER IV
METHODOLOGY
Sending Methods
After the four original images were populated to the six devices to be used in this study,
each image was sent using the ten different sending methods listed below. This list of sending
methods includes every easily accessible method to send images from within the WhatsApp user
interface in a chat between two users. If more than three images are sent without a text message
in between, the images are grouped into a collection of images that needs to be expanded to be
viewed and downloaded. To avoid the variables that this would introduce, one text message was
sent between the sending of each image.
Table 7: Image Send Methods

Device
iPhone
Android
PC Application via
MSI Laptop
MacOS Application
via MacBook Pro
Google Chrome
Application

Send Methods
Reference in Hash Tables
Send Method 1
Send Method 2
Send Method 3
Send Method 4
Send Method 5
Send Method 6
Send Method 7
Send Method 8
Send Method 9
Send Method 10

Method
‘+’ Icon
Camera Icon
Attachment Icon
Camera Icon
Drag and Drop
Attachment Icon
Drag and Drop
Attachment Icon
Drag and Drop
Attachment Icon

The audio files in this study were sent using the “share” function within the Apple Voice
Memos application of the iPhone 7. It is possible to select audio files from within the WhatsApp
application for sending, however exploring the effects of using different send methods for audio
was determined to be beyond the scope of this study.
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Download Methods
After the images were sent through WhatsApp, they were downloaded using the
following download methods from the four different devices and web application. The list of
download methods includes every easily accessible method to download images within the
WhatsApp user interface in a chat between two users.
Table 8: Image Download Methods
Device
iPhone
Android
PC Application via
MSI Laptop
MacOS Application
via MacBook Pro
Google Chrome
Application

Download Methods
Reference in Hash Tables
DL M 1
DL M 2
DL M 3
DL M 4
DL M 5
DL M 6
DL M 7
DL M 8
DL M 9
DL M 10
DL M 11
DL M 12
DL M 13
DL M 14

Method
Automatic Download
Automatic Download Disabled
Automatic Download
Automatic Download Disabled
Menu Icon
Download Arrow
Expanded Download Arrow
Menu Icon
Download Arrow
Expanded Download Arrow
Download Arrow
Right Click Download
Expanded Download Arrow
Expanded Rick Click Download

There is currently no application programming interface for WhatsApp, so images that
could have otherwise been sent and downloaded automatically were sent and downloaded
manually. After the images were downloaded via all the downloaded methods in table 8, they
were extracted from each device to the MSI laptop for analysis.
Audio files were downloaded from the WhatsApp PC application to a device using the
Windows 10 operating system for analysis.
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Analysis Procedure
The sending and downloading of four images utilizing all ten send methods and all
fourteen download methods resulted in the creation of a set of 560 test images to be analyzed.
After the images were extracted from all devices and consolidated onto the MSI laptop, the first
step in the analysis was to calculate hash values for each individual image.
Calculating the hash values of all resultant images was done to determine what sending
and downloading methods produced bit stream duplicate files and if any combination of methods
did not change the files at all. Patterns of combinations of sending and downloading methods that
resulted in duplicate files could be observed and documented. After this step analysis could be
limited to files that were not duplicates of each other. Stream hashes were calculated as a second
level of further assessing files that did not have matching hash values. This was done to
determine if there were images that may have identical image data and only have differences in
metadata.
After unique images were identified for analysis, file characteristics and structure were
observed. Analysis of Metadata, Hex data, Exif data, Quantization Tables, and how the images
were encoded was conducted and conclusions drawn from this information.
Analysis of the audio files was conducted separately from the image files in this study.
Audio files were downloaded from WhatsApp to a desktop computer and a Lossy Compression
Analysis was conducted against the files.
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Analysis Tools
The following table lists the tools and their respective versions that were used for analysis
in this study.
Table 9: Analysis Tools and Versions
Analysis Tools
Tool
ExactFile
MediaInfo
ffmpeg
JPEG Snoop
ExifTool
010 Editor

Version
1.0.0.15
19.09
4.2.1
1.7.3
11.88
10.0.1
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CHAPTER V
RESULTS
File Name
The first file characteristic to be observed in this study was file name. All downloaded
images had unique file names. Some useful information was able to be observed in the names of
the downloaded image files.
The original images all had a file extension of “.jpg”. After images were sent through
WhatsApp and downloaded however, the file extension changed to “.jpeg” in all instances.
The naming convention applied to image files downloaded from WhatsApp is dictated by
what type of device or web application was used to download the images. A unique naming
convention is applied if the image is received on an iPhone or an Android device. If the image is
downloaded through the MacOS application, Windows application, or web application (except
for the right click/download method within the web application), the naming convention is the
same. The naming conventions with examples are described as follows.
•

Download to iPhone device
o Four uppercase letters followed by four numbers
o Ex.) “QOJY4018”

•

Download to Android device
o “IMG” followed by “-“ followed by date arranged in “yyyymmdd”,
followed by “-“, followed by “WA”, followed by a four digit number that
seems to indicate the order in which the images were downloaded to the
phones file system
o Ex.) “IMG-20200215-WA0049”
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•

Download via Mac Application, Windows Application, or Web Application
o “WhatsApp Image” followed by date in the format of “yyyy-mm-dd”
followed by “at”, followed by time that the message was sent “h.mm.ss”,
followed by “AM” or “PM”
o Ex.) “WhatsApp Image 2020-02-15 at 4.43.32 PM”

•

Download using the right click / download feature within the WhatsApp Web
Application
o 8 numbers and lower-case letters, followed by 4 numbers and lowercase
letters, followed by 4 more numbers and lowercase letters, followed by 12
numbers and lowercase letters. No patterns were determined in this
naming convention
o Ex.) “2d7a76ec-310b-400c-abed-7b7555699584”

Hash Analysis
Hash values were calculated for all downloaded images. Every hash value was entered
into a table with sending methods on the y-axis and download methods on the x-axis. A different
table was created for each source image. This helped facilitate visually observing patterns of
likeness between downloaded images dependent on the method of sending and downloading. In
the tables to follow, only a portion of the hash values are shown. Reference Table 7 and 8 for
what send methods and download methods are used in each row and column.
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Figure 7: Table of Hash Values for iPhone Image 1
After sending and receiving “iPhone Image 1” by means of every combination of send
and download methods, five different images were produced. One different image was created
for each device or web application that was used to send the image.

Figure 8: Table of Hash Values for iPhone Image 2
After sending and receiving “iPhone Image 2” by means of every combination of send
and download methods, four different images were produced. One different image was created
for each device or web application that was used to send the image. However, images sent from
the WhatsApp application running on Windows 10 matched images that were sent from the
WhatsApp application on the MacOS.
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Figure 9: Table of Hash Values for Android Image 1
After sending and receiving “Android Image 1” by means of every combination of send
and download methods, four different images were produced. This time, the same results were
observed as with “iPhone Image 2”. One different image was created for each device or web
application that was used to send the image, except images sent from the WhatsApp application
running on Windows 10 matched images that were sent from the WhatsApp application on the
MacOS.

Figure 10: Table of Hash Values for Android Image 2
After sending and receiving “Android Image 2” by means of every combination of send
and download methods, four different images were produced. One different image was created
for each device or web application that was used to send the image, except this time images sent
from the WhatsApp application running on Windows 10 matched images that were sent from the
WhatsApp Web application.
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After every send and download method was used to process the four different original
images, a total of seventeen different downloaded images were produced. Different images were
produced dependent on the send method, and different send methods within an application on
one device or web application had no effect on the downloaded images. Different download
methods had no effect on the output images outside of how the files were named. In some cases,
but not all, there is uniformity between images that are sent from different desktop devices or
web applications.
Five different versions of “iPhone Image 1” were produced, and four different images
were produced for the other three images, “iPhone Image 2”, “Android Image 1”, and “Android
Image 2”. From this point forward, analysis was conducted only on one each of those seventeen
different images.
Stream hash values were calculated for each of the resulting seventeen different images
and there were no matches. This shows that there are differences in the core image data of all
seventeen images.
Exif Data
The four original images and seventeen images downloaded from WhatsApp were
inputted into ExifTool. The volume of Exif entries observed for images was significantly
reduced after those images were sent and then downloaded through WhatsApp. There were a
total of 123 Exif entries for both images that were captured on the iPhone, and 79 Exif entries for
both images that were captured on Android. After images were sent and then downloaded
through WhatsApp however, only 22 Exif entries were observed.
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Figure 11: Exif Entries for Image Downloaded From WhatsApp
Of the twenty-two Exif entries, the following entries were the same for every image.
•

File Permission: rw-rw-rw

•

File Type: JPEG

•

File Type Extension: jpg

•

MIME Type: image/jpeg

•

JFIF Version: 1.01

•

Resolution Unit: 1.01

•

X Resolution: 1

•

Y Resolution: 1

•

Bits Per Sample: 8

•

Color Components: 3

•

Y Cb Cr Sub Sampling: YCbCr4:2:0 (2 2)
Of the twenty-two Exif entries, the following entries varied between images.
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•

File Name

•

Directory

•

File Size

•

File Modified Date/Time

•

File Access Date/Time

•

File Creation Date/Time

•

Image Width

•

Image Height

•

Encoding Process

•

Image Size

•

Megapixels
One variable that experienced some interesting and consistent changes was image size

and dimensions. Images that were originally captured on an iPhone had their width and height
dimensions reduced by a factor of 2.52 by the WhatsApp compression. Images that were
originally captured on an Android device had their width and height dimensions reduced by a
factor of 3.32 by the WhatsApp compression. Images that were captured on an Android device
and were sent by an Android device had their width and height dimensions reduced by a factor
of exactly 4 by the WhatsApp compression.
The file size of images that originated from the same source image and were sent via
desktop applications were all very similar. In cases where images originating from the same
source image that were sent over different desktop applications did not have matching hash
values, there was only a relatively very small difference (less than a kilobyte) in their file size.
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Hex Data (Image)
Hex data analysis and observations were conducted using 010 Editor. The color coding is
applied by 010 Editor to highlight logical segments of data. Original images displayed the JPG
EXIF file signature FF D8 FF E1 ?? ?? 45 78 69 66 00 00. Shown below is the beginning
of the file header for one original iPhone image and one original Android image.

Figure 12: File Signature for iPhone Image 1
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Figure 13: File Signature for Android Image 1
After these images were sent through WhatsApp and downloaded, the Exif tag was no
longer displayed in the Hex data. Instead, images downloaded from WhatsApp
Displayed the JPG JFIF file signature FF D8 FF E0 00 10 4A 46 49 46 00 01. Below are
five examples of file headers of images downloaded from WhatsApp.
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Figure 14: File Header of .jpg File Sent Over WhatsApp via iPhone

Figure 15: File Header of .jpg File Sent Over WhatsApp via Android
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Figure 16: File Header of .jpg File Sent Over WhatsApp via Windows Application
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Figure 17: File Header of .jpg File Sent Over WhatsApp via MacOS Application
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Figure 18: File Header of .jpg File Sent Over WhatsApp via Web Application
As visualized, header information is different for images sent via iPhone as opposed to
images sent via Android. However, images sent via the WhatsApp application on Windows 10,
MacOS, or the WhatsApp web applications have extremely similar header information with
practically all the differences between those files residing in the actual image data stream.
Baseline JPEG vs. Progressive JPEG
Images were inputted into ExifTool to observe if they were compressed with Baseline or
Progressive encoding. Original images captured on iPhone or Android mobile devices were
compressed with Baseline DCT encoding. Images sent over WhatsApp via an iPhone or Android
device were compressed and displayed with Progressive DCT encoding. This was apparent in the
WhatsApp application. As these images downloaded and were being decoded, a blurry version of
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the image was displayed in its entirety before the download was completed. When images were
sent via the Windows 10, MacOS, or WhatsApp Web Application, the images were compressed
with Baseline DCT encoding.
Quantization Tables
Images were inputted into JPEG Snoop to observe quantization tables and quality factors.
Images sent via the Windows, MacOS, or WhatsApp Web Applications all had the same quality
factor identified. The level of compression applied by WhatsApp when images were sent using a
desktop application is similar to the level of compression applied to the original iPhone images
and is a relatively low level of compression when compared to images downloaded from
WhatsApp that were sent over mobile devices.

Figure 19: Quantization Tables and Quality Factor of Original iPhone Image
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Figure 20: Quantization Tables and Quality Factor of Image Sent Over WhatsApp via Windows
Application
Images sent over the mobile WhatsApp application had more aggressive compression
applied to them as indicated by higher numbers in the quantization tables and lower quality
factors identified.
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Figure 21: Quantization Tables and Quality Factor of Image Sent Over the iPhone WhatsApp
Application

Figure 22: Quantization Tables and Quality Factor of Image Sent Over the Android WhatsApp
Application
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Lossy Compression Analysis
For the audio portion of this study, the 20 recordings previously mentioned were sent
through WhatsApp. After the audio recordings were sent through WhatsApp and then
downloaded, a Lossy Compression Analysis was conducted, and the recordings compression
levels were compared to a database of compression profiles of other devices.
For the recordings that were recorded with the “Compressed” setting enabled, the Apple
Voice Memos compression profile was detected.

Figure 23: Lossy Compression Analysis Results of an Audio File Recorded With the
“Compressed” Setting in the Apple Voice Memos Application Enabled and Sent Through
WhatsApp
For recordings that were recorded with the “Lossless” setting enabled, the initial results
of Lossy Compression Analysis were inconclusive. It was determined that longer recordings with
an approximate length of between fifteen and twenty minutes should be sent through WhatsApp
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and downloaded to configure the database. Ten new audio recordings were recorded in the Apple
Voice Memos application with the “Lossless” setting enabled and sent through WhatsApp. These
recordings were downloaded from WhatsApp and used to create a WhatsApp audio compression
profile.
After configuring the Lossy Compression Analysis database with the longer files initially
recorded with lossless compression and then sent through WhatsApp, the lossy compression
applied by WhatsApp was able to be observed and verified. When the ten shorter recordings
recorded with the lossless setting in Apple Voice memos enabled were compared to the database,
the WhatsApp compression was detected.

Figure 24: Lossy Compression Analysis Results of an Audio File Recorded With the “Lossless”
Setting in the Apple Voice Memos Application Enabled and Sent Through WhatsApp
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Hex Data (Audio)
Hex data analysis and observations of the audio files examined in this study was
conducted using 010 Editor. Original audio recordings were recorded with the lossless setting
enabled. In the original recordings, file metadata is mainly contained in the footer of the file after
the core audio data. After the WhatsApp compression, metadata is no longer seen in the footer of
the file, but rather written in the header of the file before the core audio data. After the
WhatsApp compression, ASCII strings associated with the iPhone are no longer seen. When
viewed in ExifTool, metadata identifying Apple and iPhone as the encoder is also no longer
visible after the WhatsApp compression.

Figure 25: File Header of Original Lossless Recording on Left, and That Same Audio Recording
Compressed by WhatsApp on Right
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Figure 26: File Footer of Original Lossless Recording on Left, and That Same Audio Recording
Re-Compressed by WhatsApp on Right
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Figure 27: File Header of Original Recording Compressed by Apple Voice Memos on Left, and
That Same Recording Compressed by WhatsApp on Right
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Figure 28: File Footer of Original Recording Compressed by Apple Voice Memos on Left, and
That Same Recording Compressed by WhatsApp on Right
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CHAPTER VI
DISCUSSION
Conclusions
Based on the results of the analysis, it appears as though different compression schemes
are applied to images that are sent over WhatsApp depending on which of three broad methods
are used to send them. Those methods being over iPhone, Android, or desktop applications.
Although this study explored many different methods of sending media files, only these broader
categories of methods influenced how the media files were changed. None of the more specific
sending methods within those broader methods or the download methods used influenced how
the files were compressed. The first observation made was that the naming convention applied to
the downloaded images was dictated by the type of device or web application that was used to
download them. The most striking differences in images downloaded from WhatsApp were
observed between images sent via cellular devices and those sent via desktop applications.
Images that were sent via mobile devices had more aggressive compression applied to them
based on observing the quantization tables and quality factors identified, and these images were
compressed with Progressive DCT encoding. This is compared to images that were sent via
desktop devices that had much less aggressive compression applied to them and were
compressed with Baseline DCT encoding.
There were also some commonalities among all images that were sent and then
downloaded from WhatsApp compared to their original counterparts. After the transmission, the
volume of Exif entries identified was significantly reduced to 22 entries no matter how many
entries were observed in the original images. The Exif tag was lost, and instead the JFIF file
signature was identified.
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An interesting finding was that in some cases, but not all, there is uniformity between
images that are sent from different desktop applications. However, based on the Exif data, Hex
data, and quantization tables, we can see that the same compression is used by all desktop
applications examined in this study. The information gathered here can be used to help identify
images that have been sent over the WhatsApp application and the type of device that was used
to send them.
Below is a table visualizing the variable data associated with each different downloaded
image. Color coded rows indicate images that have matching hash values.

Figure 29: Variable Data Table
For the audio portion of this study, observations of the hex data associated with the audio
files that were sent and then downloaded from WhatsApp were recorded. A model of the
WhatsApp audio compression was then detected and configured for a Lossy Compression
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Analysis database. This information can be used to help identify audio recordings that have been
sent over the WhatsApp application.
Further Research
WhatsApp has more capabilities for sending and receiving media files that were not
explored in this study. Some of the upload and download methods available within WhatsApp
were excluded from this study because they were only available in group chat communications.
Some additional downloading methods were also available for images when more than three
were sent without a text message in between. However, based on the research done in this study
it would seem unlikely that these methods would create different images.
Another capability that was excluded from this study is the ability to send and receive
videos. Videos can be recorded within the WhatsApp application, or videos that are stored on a
device can be selected and sent through WhatsApp. Within WhatsApp, audio messages and
images can also be captured without leaving the app and then immediately sent. How the
WhatsApp application captures images, video and audio could most definitely also be an
interesting avenue for further research.
In this study, only 4 source images were used. Those images were taken using only two
mobile devices, and the image capture settings were not changed. Those two mobile devices
were the only mobile devices used in this study. This opens the door for further research utilizing
images of different sizes, dimensions, and file types. Using different mobile devices as well as
desktop devices to send and receive images could be a valuable topic for further research
considering the plethora of different devices available to the consumer that are supported by
WhatsApp.
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