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ABSTRACT

One of the most popular social mediaites being used bymultiple generations
from Baby Boomer to Generation 4s Facebook. Facebook was founded in 2004 by
Mark Zuckerberg, who was attending HarvardUniversity at the time. While the site
was initially designed to serve as a social media outlet for college attendees, the utility
of it quickly spread to the common public, where it became a means of connectivity for
individuals, regardless of locale.Today, Facebook has connected families and friends
separated byvarying degrees of distancen the past with about 29 billion photos
uploaded by its users, averaging around 350 million uploads per dayVith having to
host this significant amount of photoimages, Facebook compresses uploaded images in
order to reduce the file sizeas well as saving on storagel0]. The downside to the
compression is that it leaves imagesspecifically JPE@loint Photographic Experts
Group) images,with poor quality and creates compression artifactsvhich are
noticeable distortions on the imageg§12]. JPEGr Joint Photographic Experts Group,
are images that havealossy compressionalgorithm which means the image
compression rate can be adjusted to size and image qugli Since JPEG images are
adjustable, they are also susceptible to alterations and manipulations. To investigate
whether a JPEG image has been altered or manipulateffects of theDCT or Discrete

Cosine Transformon pixelsand ELA or Error Level Analysis can be used to analyze the



image. This paper will investigate a combination of images that has been altered
through Photoshopas well as Photoshop imagesompressed by Facebook.Since
Facebook compresses JPEG images &igh rate, the question is whether the
manipulation can bevisually detected or not through DCT or ELAWorking with both
analyses, the results should illustratevhich method results in better quality and easy
detection. DCT map provides better visibiliy than ELA where an object was removed in
an image. Although after using Facebook, the results of the tampered aom the image

cannot be detected using DCT map.

The form and content of this abstract are approved. | recommend its publication.

Approved: Catalin Grigoras



ACKNOWLEDGEMENTS

YA 1T EEA O OKewn niy ddughters, MerlayAReése, and Avery, and my

parents for their support and patience throughout the pursuit of my Master of Science
AACOAAs8 )y 6A A1 O 1 EEA OF OEATE 1 U E£EOEATAO
research. Last but not least, thank ya to Professor Catalin Grigoras for his patience

and positive support.



TABLE OF CONTENTS
CHAPTER
l. INTRODUCTIOR 8 8 8 88388 888 8888888888888888888883
1. TECHNICAIOVERVIEV 8 8888888838 888888888888888888
1. MATERIALS ANDMETHOD88 8 888888 88888888888387888888
V. RESULTS 888 8888888888888888888888888888888

V. CONCLUSIOBIB88 8 888888888888888888888 883888888

REFERENCES8 8 8 8 888 8888888888888888838 838888388 8 8

1l 00%. $)8888888888888888888888888BBBIYPL8 L8888

Vi



LIST OF FIGURES
FIGURE
1 8x8 Regionof Pixed 8 8888 88888888888888888888.8888883

2 (a) Original image 100_3298 8 8 888 8 8 8 8 8 8 8 8 88888888 8 8 8 8 8 p 1
(b) DCT map results for originalilACA pnm. ccwx88888888888888

3 (a) Original image100 329 befee & AAAAT T E

8888 88888888
(b) Original image 100 3297 aft® & AAAAT T E88 8 8888888t

888883
88888

8
8
4 (AOE OAI OAO A1 O BBAGCRSHBEBSBEOBB8B8B8 8888888
5 (a) Edited image of 100 3297 using®4 | AP OA OOl 008888888888 E¢
(b) Edited image d 100_3297 ushg ELAw @ 888888888 888888888888
6 (a) ExifTool resultsforimage 160t o wx 888 888888888888888888
(b) WinHex results forimage 16t . c ¢ wx 888888 888888888888888
(c) JPEGsnoop results forimagetnm, o wx 8888888888888 888888

71 AQ %l Eo AABGBRA sBISBBAS
(b)EIK3T OECET A18 84 SASCEAS88 8 8

oc &
oc &
oc oo
oc oo
oc oo
oc oo
oc oo
oc oo
oc oo
oc oo
oc oo
oc oo
o oo
o oo
o oo
oc oo
oc oo
oc oo

8 (a) EIk3 DCT map result8 8 8
i AQ %l Eo %, 88 ¢&

9 (a) WinHexanalysis for EIK30E CET Al
(b) WinHex analysis for EIK3A AE OA A 8

oc Cc

10 DCT map results for edited image DST6618 8 8 8 8 8 888888838 28 8 8 8

vii



LIST OF TABLES

TABLE

[ —

Original images of EIk3 with Facebook and ihout Facebool8 8..8 8 8 8.8 18

2 Edited images of EIk3 with Facedo E AT A xEOET OO0 &AMKAT T E8 88
3 Image DSC00188 and DCT map reswts38 88 88 8 8 8 8 8 8 8 8 8 8 8 808 8 8

4 Image Pictures451 edited using DCT map results before and after Facebdbk p

5 Original images of P9230407 befoh AT A AZOAO &ARBABBIRES8 88888
6 Edited images of P9230407 befok AT A AZOAO &AAAAT 1E888888

7 Adobe Photoshop images saved at different compression rates of image
Owgomtmy88888BBBBEBEL 8 8 8 8BBBL8 8 88 8834886 8

8 DCT map results on DST61 betwed AT I DPOAOOET 1 O p¢.281T A m88

9 Comparison between Facebook compressicand Adobe Photoshop compression
onimage P9210128 8 8 8 8888 8 8 8 888888 8 88 88 8 8 8 80838 8

viii



CHAPTER |
INTRODUCTION

Over the last few of decades, digital media has dominated households all across
OEA xT1 Ol A8 &OT I S$ECEOAI G6EAAT S$EOAO T0O $6%$56
people have adapted to a seemingly more convenient digital wakl Digital cameras are
similar to film cameras as they share the same optical system. Most cameras sold today
are digital, perhaps the consumer favors digital over film for the convenience of
displaying images immediatelyafter being taken[4]. In additon, digital cameras are
also capable of storing hundreds to thousands of images in a memory card rather than
having to store hundreds and thousands of hard copiedVith this type of technology, it
is not surprising that illegal activities have increasedignificantly using digital media.
On the other hand, law enforcement has also used digital med@atheir advantage. Not
only havedigital images help law enforcement solve crime, digital images have also
helped prosecute all types of crimg5]. Multimedia forensics, also known as media
forensics or digital forensics is @ranch of digital evidence as a forensic science
discipline which deals with the recovery and investigation of digitally recorded
evidence This paper will refer to the discipline as Media ForensicdVedia forensics is
the analysis of video, audio and image evidenc&he concet of media forensics is
derived from research, tested on known data, and applied within a methodological
framework. The fundamental principle for forensic media analysis is to maintain the
integrity and provenance of media upon seizure and throughout processinlyledia
manipulation is the application of different editing techniques to create an illusion or

deception[2]. This paper will explore the challenges surroundingmage authenticity



and detection of manipulation on digital images. The challenges will include examining
Facebook compression on images as well as applying Adobe Photoshop editing tools
and using vaying compression rates on edited imagesThe experiment will include
deleting objects from an original image in a manner where the edited image appears to
be original. The question is whether image editing can be detected using several
different forensic processes.The hypothesis is thatf JPEG compression causes losing
data in an image, then the tampered area in the image should also disappédae to lost

data.



CHAPTER I

TECHNICAL OVERVIEW

The Scientific Working Group on Digital Evidence, also known as SWGBEnN
organization that was formed in 1998 that consists of members from law enforcement,
academic and commercial organizations. These members collaborate in creating
OOAT AAOAO AT A COEAATETAO &£ O AEGCEOAI AOEAAT A
communications between law enforcement agencies and famsic laboratories around
the world and to provide guidance on new technologies and techniques. During the
first SWGDE meeting in Jul§998, the group defined digital images as any information
stored or transmitted in binary form, which is later renamed agligital form. In 2003,
SWGDE published guidelines for training and best practices which resulting in
approving digital evidence as part of the accreditation process for crime laboratories
through the American Society of Crime Laboratory Directors, als;mkwn as ASCLD.

The labs include computer forensics/mobile phone, audio, video, and image. The
SWGDE organization currently holds about fifty membersAlthough SWGDE does not
accredit laboratories or individuals, the group publishes best practices andatdards
for quality assurance[14].

SWGDE published the Imagerécessing Guidelines in February 2016. The
objective of the article is to give guidance in assuring the proper use of image
processing and the production of quality of a forensic image fohe legal system. Since
image processing has been historically used in the legal system, many of the processes
with analog or non-digital images are similar with digital image processing. According

to SWGDE, any changes made throu@grensicimage processng must meet specific



criteria. These criteria include that the original image is preserved and any changes
should be made on the working copy; processing steps are documented in detail that
another trained examiner can easily follow the steps; the resuis the processed image,;
and that the recommendations of the document is followed. There are three categories
in SWGDE Image Processing Guidelines and they are image enhancement, image
restoration, and image compression. Image enhancement is the proces®d to
improve the quality of an image. Tools used in image enhancement are Brightness
adjustment, Contrast adjustment, Cropping, Dodging and Burning, Color processing,
High Dynamic Range or HDR, linear filtering, nelinear contrast adjustments, patten
noise reduction, and random noise reduction. Image restoration techniques include
Blur removal, Graycale linearization, Color balancing, Warping, and Geometric
restoration. Lastly, image compression techniques include Lossless compression and
Lossy conpression [20].

Joint Photographic Experts Group or JPEG is the most common file format used
by digital cameras. JPEG was established in 1992 from a committee who wanted to
standardize still pictures. JPEG is a lossy compression for digital images thas an
algorithm based on an eight by eight pixel grid. Lossy compression refers to the
adjustable characteristic of an imagevhich can also discard some datalLossy
AT T POAOGOGETT O AAT AA AAEOOOAA O AlwheledsACAS O C
lossless compression retains all its original dataCommon filename extensions for JPEG
images are .jpg, .jpeyg, .jpe, .jif, .jfif, and .jfi. JPEG File Interchange Format or JFIF is a file
format standard that allows exchanging formats with JPEG files andes the same

compression techniques as the JPEG standard, therefore, it is likely to see JFIF referred
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Facebook, in particular, hosts over two hundred fifty billion photos in its site. Facebook
allows their users to upload photos on their site free of charge although Facebook still
pays for storing these photos. In order to make room faall these images worldwide,
Facebook utilizes image compression to reduce their costs. For example, an image with
a file size of five hundred kilobyte could be compressed to only one hundred kilobytes
or lessthrough Facebook When a digital image is copressed through Facebook, it
creates visible artifacts[10]. Artifacts are visible distortion of an image caused by lossy
compression. JPEG compression is established on the discrete cosine transffig].
The Discrete Cosine Transform, or DCT, is an algorithm using lossy compression
specifically with JPEG images. DCT converts an image from spatial domain into
frequency domain where it encodes a set of sixtfour signal based amplitudes called
DCT codficient. DCT coefficient has two signals, DC and AC componeiiisere are
sixty-four elements or coefficients in an eight by eight block he first block which is
located at the upper left corner of the block is the DC coefficient, the remainder sixty
three blocks are the AC coefficientfl1]. The DC component is the average color of the
eight by eight region while the AC component represents color change across the block.

This is an example of what an eight by eight region of pixel looks like in Figurd1]].

Figure 1. 8x8 region of pixel



Every time a JPEG image is recompressed, the DCT coefficient modification is
irreversible and undergoes a characteristic called double quantization or double
guantization effect. These quantization effects are noticeadldepending on how much
or how little compression was applied.Image manipulation can be analyzedhen an
image is loaded and saved through a photo editing progradue to the presence of
image compression inDCT coefficien{19]. This paper will discusghe results of
analyzing images using the DCT map techniqueéhich is also based on DCT coefficients
[9].

The Error Level Analysis or ELA is another technique that may help in detecting
manipulated images. ELA identifies different compression levels with an entire
image. For instance, an original JPEG image should have consistent edges, textures, and
surfaces as well as the same compression level throughout the imgg@é]. A JPEG
image can be resaved approximated sixtfour times with virtually no change until an
image has undergone modificatiorj18]. If an area of a JPEG image shows a significantly
different error level, then it is an indication that the image has been alteredsome
issues when using ELA as an analysis technique include low JPE@&lity, or an image
with significant amount of recoloring can result in false identification. This paper will
compare some ELA examples from images that were analyzed between original images

and edited imageq17].



CHAPTER Il
MATERIALS AND METHDS

Over one hundred images were collected from ten different digital cameras. The
images are divided into fourfolder AAOACT OEAO AT A OEAU AOA O/ OEC
Ei ACAOho O/ OECET Al EI ACAO ObPI T AAAA O &AAAAI
Facebd E 80 YT ACAO &£O0Ti1 #A1T11 01 xAO3ET O 3%$omnmh
collected directly from a home computer. Images from Kodak Easyshare V1003 ZOOM
and Sony HDRAS30V were collected from Dropbox. Images from Olympus 35
Olympus C150 D390, Nikon D9\ikon D3000, and Nikon COOLPIX P500 were all
collected through email. Adobe Photoshop was uséd edit the original images Editing
process included uploading an original image to Adobe Photoshop and removing an
area of the image using the option Contetware and some images used Content Aware
and Clone tool The image is then saved with the quality level of twelve

In addition, ten out ofthe one hundred images were also chosen to process at
different compression rates using Adobe Photoshop to determine whether the
manipulation is affected by each compression rateAdobe Photoshopprovides an
option to change the quality level from zero, beig the worst quality, to twelve, being
the best quality. A spreadsheet was created to list image name, camera name,
description of the image, and what Adobe Photoshop tool was usedll the images
were savedto a removable drive. Images were sent to theNational Center for Media
Forensics (NCMF) through WeTransfer.com and the removable drive was brought in

DAOOI 1 8 4EA EIi ACAO x A OAusingihdDCA dnd ELAmM&E A 1 AAB C



option in the software which populated DCT and ELA reports.

In order to successfully investigate the image compression and manipulation,
this paper will utilize the ACEV methodology. ACE/ stands for Analysis, Comparison,
Evaluation, and Verification. Tl ACEV method is used todistinguish unique and
relevant information. The analysis phase is simplgollecting information and data
The comparison phasedthe testing phaseto determine whether the result is valid,
invalid or inconclusive. The evaluation phases the conclusia of the study. The final
phase is the verification phaser the peer review phasg3]. This paper will not discuss
the Verification phase since this is a laboratory process.

Once thecollection of DCT and ELA mapsere complete, a folder was created
for each image. The folder consisted of the image that was processed as well as several
DCT and ELA results to choose fronkach folder was reviewed and the best DCT and
ELA results were chosen from each folder for presentation purposestmage 100 3297
xAO AT AT UUAA OOET ¢ OEA s$#4 1 AD OAOOITEO O AZ
DCT map image represents identical clacteristics as the original image that was
processedshown in Figure 2 It should also be noted that the file size for Image
100_3297 is 2.57 megabytesOnce Image 100 3297 was uploaded to Facebook,
obvious signs of compression are noticeable such asugh edges around the leaveand
the pixels appear distorted when zoomed in displayed in Figure 3The file size also
changed to 102 kilobytes after Facebook compressiotdash values were generated and
OAAT OAAA &I O OEA O/ OECHI DECENACAEH A CAHA DDA A /

&AAAAT T E hted imadedupl@eatiell B Facebodlas addition tools used in the



analysis phase.Each image saved under these categories has different hash values from
the original. Figure 4 shows image 100 3297 with diffent hash values under different
categoryand the different file size Images are resized and recompressed by Facebook
when uploaded so that the same image when downloaded is a different version of the

original.

Figure 2.
Original Image 100 _3297left) and DCT map resultgright)

Figure 3.
Original image100_ 3297 zoomed irbefore Facebook (left and original
image100_3297 zoomed irafter Facebook(right)



100_3297.JPG (Original unedited)

2696966 bytes

MD5: c90cc1354e93a38aedda3edblfod94co

SHA1: fcdbc14b4d5569b1e0dc0714fa564bh34e9a5b4d0

12694957_187143441648350_3302717047205040649_o.jpg (Original unedited using Facebook)
104971 bytes

MD5: 09885d1b49ed3f9bcebe2d0757643865

SHA1: 02598115eef2ad758785be8a9¢1a6f15e150b829

100_3297.jpg (Edited)

4604986 bytes

MD5: ad309f5426754c1818d305d1be32c05b

SHA1: 0c25232b6b04aa61b856a11a477c68f07ce895¢a

12672001_187141814981846_5833893354207720791_o.jpg (Edited using Facebook)
98151 bytes

MD5: 1b786a609578074b5d9eb209b983d899

SHA1: a46c2381a8c206f44a046d9f78dd52966f1daald7

Figure 4.
Hash values for image 100 _329indicating file size change

The same image, Image 100 3297, was edited through Adobe Photoshop where
the branch towards the upper left side was deleted using Content Awar@he image
was also analyzed throughhe software,DCT map produced a result showing where the
manipulation was done shown in Figure §a). The black mass towards the upper left
hand side of the image was where the editing was done. Once this image was edited
through Adobe Photoshop, the file size changed to 4.39 megabyteSLA on image
100_3297 was also analyz Sincehe software produces one hundred results with
varying error levels, the best and most ear result was chosen. Figure(8l) shows

where the edit was done using ELA.

10



(d)

“Figure 5 (@) Original image of100_3297(b) Edited image of 100_3297(c) DCT
map results of edited imagel00 3297 (d) ELA results of edited image 100 3297

In addition to DCT mapExifTool and WinHex were used to verify authentication

The metadata in image 100_3297 was analyzed which revealed traces of editing using

Adobe Photoshop shown in Figure 5Metadatadis digital data that provides digital

information about that data including file structure and location. Metadata facilitates

the discovery of relevant information and helps organize electronic resourcd45].

ExifTool is a free software program thateadsi AOAAAOAh ET OEEO AAOAN

metadata[8]. ExifTool software was used on image 100 3297 whigiroduced a report

indicating and make and model of the digital camera that was used as wellths use of

11



an editing software program such as Adobe Photoshop displayed in Figure S@&/inHex
is a hex editor used in data recoveryWinHex software was used on image 100 3297
thatD OT OEAAO OEA EI ACA80O EA@ AT AT UOGEO AO xAl I
values. ASCII, which stands for American Standard Code for Information Interchange,
usescodes thatconvert the hex values into text form[24]. The ASCII revealedhe make
and model of the digital camera used and thaadobe Photoshop was used on image
100_3297 shown in Figure 5b. Another tool used to analyze image 100_3297 is
JPEGsnoop. JPEGsnoop is a window application that examines and decodes an image to
include file size, camera make and model, EXIF information, and an assessment feature
which indicates whether the application detected compressiongL3].
Since image 100_3297 original and edited versions were uploaded through
Facebook, the analysis also included looking for traces indicative of Facebook uskne
of the software applications used to analyze image 100_32%rovided any indication
that the image hal gone through FacebookThis information becomes important when
making conclusions about detecting manipulation on Facebook imagekls.is also
important to consider that original image 100_3297 was renamed
(12694957 187143441648350 3302717047205040649 6 AU &AAAAT T E AT A |
image 100_3297 was renamed
(12672001_187141814981846 5833893354207720791 8 6 thesplrgdse of this
paper, image 100_3297 will continue to be referred to as image 100_3297 instead v

renamed Facebook image name.

12
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(©)

*** Marker: EQI (End of Image) (xFFD9) =*=*=*
OFFSET: 0x00464438

*** Searching Compressicn Signatures #***

Signature: 01DADDC4908E9BASTCCOGTEERADS4ERTD

Signature (Rotated): 01DADDC4908E9BASTCCOGTEEADS4ESTD

File Offset: 0 bytes

Chroma subsampling: 1xl

EXIF Make/Model: OK [EASTMAN KODAK COMPANY] [KODRK ERSYSHRRE V1003 ZOOM DIGITAL CAMERA]
EXIF Makernotes: HONE

EXIF Software: OK [Adobe Photoshop CC (Windows) ]

Searching Compression Signatures: (3327 built-in, 0 user(*) )

EXIF.Make / Software EXIF.Model Quality

Subsamp Match?

SW :[Rdobe Photoshop 1 [Sawe Rs3 12

HNOTE: Photoshop IRB detected
NOTE: EXIF Software field recognized as from editor
Based on the analysis of compression characteristics and EXIF metadata:

FSSESSKENI: Class 1 - Image i3 processed/edited |

Figure 6.

(a) ExifTool results; (b) WinHex results (c) JPEGsnoop results

14



CHAPTER IV
THE RESULTS
In order to understand the importance of detecting manipulation on any images,

it is as important to look at both original and edited images side by side to distinguish
what type of editing was done to the image. In most cases, detectives and examiners
dol 8 O teArdilkge of having the original to comparewith. Since this paper allows
the opportunity to work with the original images, it will provide the comparison
between an original and an alterd image. For instance, Figure hows an edited
version of an image named EIk3. The picture appears to be original unless there was
reason to believe this picture has been tampered with. When the original jsesented

next to the edited one, it is obvious that part of the image has been manipulated.

Figure 7.
EIk3 edited image(a) and original image (b)

Then the comparison process moves on to the DCT and ELA results and those should
also be compared next to each othes well. For this example, Figure 8vill
demonstrate the significant amount ofcontrast that DCT map and ELA display. There is

certain indication that the image was tampered in the areas where the pixel values

15



change significantly. To confirm this observation, both original and edited imges were

analyzed through WinHex where the analysis confirms the make and model of the

cameraand the results were compared side by side in &ure 9.

(b)

Figure 8.
DCT map result (a) and ELA result (b)

(@)

(b)

Elk3.JPG
COffset 0O 1 2 3 4 5 & 7 & B B C DEF ~
00000000 FF D8 FF E1 29 FE 45 78 69 &6 00 00 49 495 2 00 | ¥@y4)pExif II=
00000010 08 00 00 00 09 00 OF 01 02 00 06 00 00 00 T& 00 z
00000020 00 00 10 01 02 00 16 0O OO0 00 80 00 00 00 12 01 €
00000030 03 00 01 00 00 00 01 0O OO OO 1A 01 05 00 01 00
00000040 |00 00 AD OO OO0 OO0 1B 01 05 00 01 OO0 OO0 00 A2 00
00000050 |00 00 28 01 O3 00 01 00 OO OO 02 OO0 00 00 32 01 { 2
00000060 |02 00 14 00 00 00 BO 00 00 00 13 02 03 00 01 00 °
00000070 |00 00 O1 0O OO0 OO 69 87 04 00 01 00 00 Q0 C4 00
00000080 |00 00 94 08 00 00 43 61 6E 6F 6E 00 43 €1 6E 6&F| Canon Cano
00000090 |6E 20 50 6F 77 €5 72 53 68 6F 74 20 53 44 33 30| n PowerShot SD30
000000R0 |30 00 00 00 00 00 00 00 0O 00 OO 00 B4 00 00 OOf O .
000000B0 01 00 00 00 B4 00 00 00 01 00 00 00 32 30 30 35 2005
000000COo 3R 30 38 34 30 37 20 31 31 3& 31 38 3A 34 30 00 :08:07 11:18:40
Elk3.jpg
Offset 0 1 2 3 4 5 & 7 8 8 B B C D E F ~
00000000 |EF D8 FF E1 1F 2C 45 78 6% 66 00 00 49 49 2A 00 !ﬁ?é (Exif II*
00000010 08 00 00 00 OF Q00 00 01 03 00 O1 00 00 00 EO 08 a
00000020 00 00 01 01 03 00 01 00 00 00 A8 06 00 00 02 01
00000030 |03 00 03 00 00 00 CZ OO OO 00 06 O1 03 00 01 00 i
00000040 00 00 02 00 00 00 OF 01 02 00 06 00 00 00 C8 00 E
00000050 |00 OO0 10 01 02 00 16 OO0 00 00 CE 00 00 00 12 01 i
00000060 03 00 01 00 00 Q00 01 00 0O 00 15 01 03 00 01 00
00000070 |00 OO 03 00 00 00 1A O1 OS5 00 01 Q00 OO0 00 E4 00 a
00000080 00 00 1B 01 05 00 01 00 0O 00 EC 00 00 00 28 01 i i
00000030 03 00 01 00 00 00 02 00 00 00 31 01 02 00 1D 00 1
000000R0 |00 OO F4 00 00 00 32 01 02 00 14 00 OO0 OO0 11 01 <] 2z
00000080 00 00 13 02 03 00 01 00 00 00 01 00 00 00 &9 87 iz
000000CO |04 00 01 00 00 00 28 01 OO0 00 €4 04 00 00 08 00 { d
000000DO 08 00 08 00 43 €1 6E &€F &E 00 43 &1 6E 6F BE 20 Canon Canon
O000Q00ED |50 6F 77 65 72 53 €8 €F 74 20 53 44 33 30 30 00 | PowerShot S5D300
000000FO 40 77 1B 00 10 27 00 00 40 77 1B 00 10 27 00 00 | 8w ' Bw '
00000100 41 64 6F &2 65 20 50 68 &F 74 6F Adobe Photoshop
00000110 43 43 20 28 57 €9 6E €4 &F 77 73 29 00 32 30 31 CC (Windows) 201
00000120 36 3A 30 31 3R 33 30 20 32 32 3R 34 39 3R 32 34 6:01:30 22:49:24
00000130 |00 00 0O 00 1F 00 SA 82 05 00 01 00 00 00 AZ 02 3, <

Figure 9.
Elk original (a); EIk3 edited (b)
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When the edited version of image Elk3 was uploaded through Facebook, the DCT map
characteristic significantly changed.The edited portion of image ElIk3 has disappeared

ET OEA $#4 |1 AD OAOOI 008 & A A A ATanipglation oA T I DOAOC
the image to be undetectedThe following tablesare AT | PAOEOT T AAOxAAT OE
original state and its DCT map resultsThe characteristics that were mentioned earlier

in this paper remained consistent in regards to the byroduct of Facebook

compressions. Table 1 confirms the Facebook compressions effect on the pixels of the

image shown in the lower right box. The DCT map for the original images using

Facebook illustrates an object that is too distorted to makeut but nonetheless, he

object isvisible.
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Table 1. Original images of EIk3 with Facebook and without Facebook

Image DCT Map results

18




Table 2. Edited image of EIk3 with Facebook and without Facebook

Edited image

Befre Facebook:

After Facebook:

19



