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ABSTRACT 

One of the most popular social media sites being used by multiple generations 

from Baby Boomer to Generation Z, is Facebook.  Facebook was founded in 2004 by 

Mark Zuckerberg, who was attending Harvard University at the time.  While the site 

was initially designed to serve as a social media outlet for college attendees, the utility 

of it quickly spread to the common public, where it became a means of connectivity for 

individuals, regardless of locale.  Today, Facebook has connected families and friends 

separated by varying degrees of distance in the past with about 250 billion photos 

uploaded by its users, averaging around 350 million uploads per day.  With having to 

host this significant amount of photo images, Facebook compresses uploaded images in 

order to reduce the file size, as well as saving on storage [10].  The downside to the 

compression is that it leaves images, specifically JPEG (Joint Photographic Experts 

Group) images, with poor quality and creates compression artifacts which are 

noticeable distortions on the images [12].   JPEG or Joint Photographic Experts Group, 

are images that have a lossy compression algorithm which means the image 

compression rate can be adjusted to size and image quality.  Since JPEG images are 

adjustable, they are also susceptible to alterations and manipulations.  To investigate 

whether a JPEG image has been altered or manipulated, effects of the DCT or Discrete 

Cosine Transform on pixels and ELA or Error Level Analysis can be used to analyze the 
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image.  This paper will investigate a combination of images that has been altered 

through Photoshop as well as Photoshop images compressed by Facebook.   Since 

Facebook compresses JPEG images at a high rate, the question is whether the 

manipulation can be visually detected or not through DCT or ELA.  Working with both 

analyses, the results should illustrate which method results in better quality and easy 

detection.  DCT map provides better visibility than ELA where an object was removed in 

an image.  Although after using Facebook, the results of the tampered area on the image 

cannot be detected using DCT map.   
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CHAPTER I 

INTRODUCTION 

Over the last few of decades, digital media has dominated households all across 

ÔÈÅ ×ÏÒÌÄȢ  &ÒÏÍ $ÉÇÉÔÁÌ 6ÉÄÅÏ $ÉÓÃÓ ÏÒ $6$ȭÓ ÔÏ ÄÉÇÉÔÁÌ ÔÅÌÅÖÉÓÉÏÎÓ ÁÎÄ ÄÉÇÉÔÁÌ ÃÁÍÅÒÁÓȟ 

people have adapted to a seemingly more convenient digital world.  Digital cameras are 

similar to film cameras as they share the same optical system.  Most cameras sold today 

are digital, perhaps the consumer favors digital over film for the convenience of 

displaying images immediately after being taken [4] .  In addition, digital cameras are 

also capable of storing hundreds to thousands of images in a memory card rather than 

having to store hundreds and thousands of hard copies.  With this type of technology, it 

is not surprising that illegal activities have increased significantly using digital media.   

On the other hand, law enforcement has also used digital media to their advantage.  Not 

only have digital images help law enforcement solve crime, digital images have also 

helped prosecute all types of crime [5] .  Multi media forensics, also known as media 

forensics or digital forensics is a branch of digital evidence as a forensic science 

discipline which deals with the recovery and investigation of digitally recorded 

evidence.  This paper will refer to the discipline as Media Forensics.  Media forensics is 

the analysis of video, audio and image evidence.  The concept of media forensics is 

derived from research, tested on known data, and applied within a methodological 

framework. The fundamental principle for forensic media analysis is to maintain the 

integrity and provenance of media upon seizure and throughout processing. Media 

manipulation is the application of different editing techniques to create an illusion or 

deception [2].  This paper will explore the challenges surrounding image authenticity 
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and detection of manipulation on digital images.  The challenges will include examining 

Facebook compression on images as well as applying Adobe Photoshop editing tools 

and using varying compression rates on edited images.  The experiment will include 

deleting objects from an original image in a manner where the edited image appears to 

be original.  The question is whether image editing can be detected using several 

different forensic processes.  The hypothesis is that if JPEG compression causes losing 

data in an image, then the tampered area in the image should also disappear due to lost 

data.    
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CHAPTER II 

TECHNICAL OVERVIEW 

 
 The Scientific Working Group on Digital Evidence, also known as SWGDE, is an 

organization that was formed in 1998, that consists of members from law enforcement, 

academic and commercial organizations.  These members collaborate in creating 

ÓÔÁÎÄÁÒÄÓ ÁÎÄ ÇÕÉÄÅÌÉÎÅÓ ÆÏÒ ÄÉÇÉÔÁÌ ÅÖÉÄÅÎÃÅȢ  37'$%ȭÓ ÇÏÁÌ ÉÓ ÔÏ ÁÌÌÏ× 

communications between law enforcement agencies and forensic laboratories around 

the world and to provide guidance on new technologies and techniques.  During the 

first SWGDE meeting in July 1998, the group defined digital images as any information 

stored or transmitted in binary form, which is later renamed as digital form.  In 2003, 

SWGDE published guidelines for training and best practices which resulting in 

approving digital evidence as part of the accreditation process for crime laboratories 

through the American Society of Crime Laboratory Directors, also known as ASCLD.  

The labs include computer forensics/mobile phone, audio, video, and image.  The 

SWGDE organization currently holds about fifty members.  Although SWGDE does not 

accredit laboratories or individuals, the group publishes best practices and standards 

for quality assurance [14].   

SWGDE published the Image Processing Guidelines in February 2016.  The 

objective of the article is to give guidance in assuring the proper use of image 

processing and the production of quality of a forensic image for the legal system.  Since 

image processing has been historically used in the legal system, many of the processes 

with analog or non-digital images are similar with digital image processing.  According 

to SWGDE, any changes made through forensic image processing must meet specific 
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criteria.  These criteria include that the original image is preserved and any changes 

should be made on the working copy; processing steps are documented in detail that 

another trained examiner can easily follow the steps; the result is the processed image; 

and that the recommendations of the document is followed.  There are three categories 

in SWGDE Image Processing Guidelines and they are image enhancement, image 

restoration, and image compression.  Image enhancement is the process used to 

improve the quality of an image.  Tools used in image enhancement are Brightness 

adjustment, Contrast adjustment, Cropping, Dodging and Burning, Color processing, 

High Dynamic Range or HDR, linear filtering, non-linear contrast adjustments, pattern 

noise reduction, and random noise reduction.  Image restoration techniques include 

Blur removal, Graycale linearization, Color balancing, Warping, and Geometric 

restoration.  Lastly, image compression techniques include Lossless compression and 

Lossy compression [20].   

Joint Photographic Experts Group or JPEG is the most common file format used 

by digital cameras.  JPEG was established in 1992 from a committee who wanted to 

standardize still pictures.  JPEG is a lossy compression for digital images that has an 

algorithm based on an eight by eight pixel grid.  Lossy compression refers to the 

adjustable characteristic of an image which can also discard some data.  Lossy 

ÃÏÍÐÒÅÓÓÉÏÎÓ ÃÁÎ ÂÅ ÁÄÊÕÓÔÅÄ ÔÏ ÁÎ ÉÍÁÇÅȭÓ ÓÔÏÒÁÇÅ ÓÉÚÅ ÁÎÄ ÉÔÓ ÉÍÁÇÅ ÑÕÁÌÉÔÙ whereas 

lossless compression retains all its original data.  Common filename extensions for JPEG 

images are .jpg, .jpeg, .jpe, .jif, .jfif, and .jfi.  JPEG File Interchange Format or JFIF is a file 

format standard that allows exchanging formats with JPEG files and uses the same 

compression techniques as the JPEG standard, therefore, it is likely to see JFIF referred 
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ÔÏ ÁÓ Ȱ*0%'Ⱦ*&)&Ȣȱ   *0%' ÉÓ ÔÈÅ ÍÏÓÔ ÃÏÍÍÏÎ ÆÏÒÍÁÔ ÕÓÅÄ ×ÈÅÎ ÓÁÖÉÎÇ ÄÉÇÉÔÁÌ ÉÍÁÇÅÓ 

[14]Ȣ  )ÔȭÓ ÎÏ ÓÕÒÐÒÉÓÅ ÔÈÁÔ ÍÏÓÔ ÉÍÁÇÅÓ ÔÈÁÔ ÁÒÅ ÕÐÌÏÁÄÅÄ ÔÏ ÓÏÃÉÁÌ media use JPEG.  

Facebook, in particular, hosts over two hundred fifty billion photos in its site.  Facebook 

allows their users to upload photos on their site free of charge although Facebook still 

pays for storing these photos.  In order to make room for all these images worldwide, 

Facebook utilizes image compression to reduce their costs.  For example, an image with 

a file size of five hundred kilobyte could be compressed to only one hundred kilobytes 

or less through Facebook.  When a digital image is compressed through Facebook, it 

creates visible artifacts [10].  Artifacts are visible distortion of an image caused by lossy 

compression.  JPEG compression is established on the discrete cosine transform [12].   

The Discrete Cosine Transform, or DCT, is an algorithm using lossy compression 

specifically with JPEG images.  DCT converts an image from spatial domain into 

frequency domain where it encodes a set of sixty-four signal based amplitudes called 

DCT coefficient.  DCT coefficient has two signals, DC and AC components.  There are 

sixty-four elements or coefficients in an eight by eight block. The first block which is 

located at the upper left corner of the block is the DC coefficient, the remainder sixty-

three blocks are the AC coefficients [11].  The DC component is the average color of the 

eight by eight region while the AC component represents color change across the block.  

This is an example of what an eight by eight region of pixel looks like in Figure 1 [1]. 

 
Figure 1.  8x8 region of pixel  
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Every time a JPEG image is recompressed, the DCT coefficient modification is 

irreversible and undergoes a characteristic called double quantization or double 

quantization effect. These quantization effects are noticeable depending on how much 

or how little compression was applied.  Image manipulation can be analyzed when an 

image is loaded and saved through a photo editing program due to the presence of 

image compression in DCT coefficient [19].  This paper will discuss the results of 

analyzing images using the DCT map technique which is also based on DCT coefficients 

[9] .   

The Error Level Analysis or ELA is another technique that may help in detecting 

manipulated images.  ELA identifies different compression levels within an entire 

image.  For instance, an original JPEG image should have consistent edges, textures, and 

surfaces as well as the same compression level throughout the image [21].  A JPEG 

image can be resaved approximated sixty-four times with virtually no change until an 

image has undergone modification [18]. If an area of a JPEG image shows a significantly 

different error level, then it is an indication that the image has been altered.  Some 

issues when using ELA as an analysis technique include low JPEG quality, or an image 

with significant amount of recoloring can result in false identification.  This paper will 

compare some ELA examples from images that were analyzed between original images 

and edited images [17].   
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CHAPTER III 

MATERIALS AND METHODS 

Over one hundred images were collected from ten different digital cameras.  The 

images are divided into four folder ÃÁÔÅÇÏÒÉÅÓ ÁÎÄ ÔÈÅÙ ÁÒÅ Ȱ/ÒÉÇÉÎÁÌ ÉÍÁÇÅÓȟȱ Ȱ%ÄÉÔÅÄ 

ÉÍÁÇÅÓȟȱ Ȱ/ÒÉÇÉÎÁÌ ÉÍÁÇÅÓ ÕÐÌÏÁÄÅÄ ÔÏ &ÁÃÅÂÏÏËȟȱ ÁÎÄ Ȱ%ÄÉÔÅÄ ÉÍÁÇÅÓ ÕÐÌÏÁÄÅÄ ÔÏ 

FaceboÏËȢȱ  )ÍÁÇÅÓ ÆÒÏÍ #ÁÎÏÎ 0Ï×ÅÒ3ÈÏÔ 3$σππȟ .ÉËÏÎ $φπ ÁÎÄ .ÉËÏÎ $ςππ ×ÅÒÅ 

collected directly from a home computer.  Images from Kodak Easyshare V1003 ZOOM 

and Sony HDR-AS30V were collected from Dropbox. Images from Olympus TG-3, 

Olympus C150 D390, Nikon D90, Nikon D3000, and Nikon COOLPIX P500 were all 

collected through email.  Adobe Photoshop was used to edit the original images.  Editing 

process included uploading an original image to Adobe Photoshop and removing an 

area of the image using the option Content Aware and some images used Content Aware 

and Clone tool.  The image is then saved with the quality level of twelve. 

In addition, ten out of the one hundred images were also chosen to process at 

different compression rates using Adobe Photoshop to determine whether the 

manipulation is affected by each compression rate.  Adobe Photoshop provides an 

option to change the quality level from zero, being the worst quality, to twelve, being 

the best quality.  A spreadsheet was created to list image name, camera name, 

description of the image, and what Adobe Photoshop tool was used.  All the images 

were saved to a removable drive.  Images were sent to the National Center for Media 

Forensics (NCMF) through WeTransfer.com and the removable drive was brought in 

ÐÅÒÓÏÎȢ  4ÈÅ ÉÍÁÇÅÓ ×ÅÒÅ ÌÏÁÄÅÄ ÔÏ ÔÈÅ ÌÁÂȭÓ ÃÏÍÐÕÔÅÒ using the DCT and ELA map 
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software. Each of the four folder category was processed using the Ȱ&ÏÌder "ÁÔÃÈȱ 

option in the software which populated DCT and ELA reports.   

In order to successfully investigate the image compression and manipulation, 

this paper will utilize the ACE-V methodology.  ACE-V stands for Analysis, Comparison, 

Evaluation, and Verification.  The ACE-V method is used to distinguish unique and 

relevant information.    The analysis phase is simply collecting information and data.  

The comparison phase is the testing phase to determine whether the result is valid, 

invalid or inconclusive.  The evaluation phase is the conclusion of the study.   The final 

phase is the verification phase or the peer review phase [3] .   This paper will not discuss 

the Verification phase since this is a laboratory process. 

Once the collection of DCT and ELA maps were complete, a folder was created 

for each image.  The folder consisted of the image that was processed as well as several 

DCT and ELA results to choose from.  Each folder was reviewed and the best DCT and 

ELA results were chosen from each folder for presentation purposes.  Image 100_3297 

×ÁÓ ÁÎÁÌÙÚÅÄ ÕÓÉÎÇ ÔÈÅ $#4 ÍÁÐ ÒÅÓÕÌÔÓ ÔÏ ÄÅÍÏÎÓÔÒÁÔÅ ÔÈÅ ÉÍÁÇÅȭÓ ÏÒÉÇÉÎÁÌ ÓÔÁÔÅȢ  The 

DCT map image represents identical characteristics as the original image that was 

processed shown in Figure 2.  It should also be noted that the file size for Image 

100_3297 is 2.57 megabytes.  Once Image 100_3297 was uploaded to Facebook, 

obvious signs of compression are noticeable such as rough edges around the leaves and 

the pixels appear distorted when zoomed in displayed in Figure 3.   The file size also 

changed to 102 kilobytes after Facebook compression.  Hash values were generated and 

ÒÅÃÏÒÄÅÄ ÆÏÒ ÔÈÅ Ȱ/ÒÉÇÉÎÁÌ ÉÍÁÇÅÓȟȱ Ȱ%ÄÉÔÅÄ ÉÍÁÇÅÓȟȱ Ȱ/ÒÉÇÉÎÁÌ ÉÍÁÇÅÓ ÕÐÌÏÁÄÅÄ ÔÏ 

&ÁÃÅÂÏÏËȟȱ ÁÎÄ Ȱ%ÄÉted images uploaded to Facebookȱ as addition tools used in the 
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analysis phase.  Each image saved under these categories has different hash values from 

the original.  Figure 4 shows image 100_3297 with different hash values under different 

category and the different file size.  Images are resized and recompressed by Facebook 

when uploaded so that the same image when downloaded is a different version of the 

original. 

 

  
Figure 2. 

Original Image 100_3297 (left ) and DCT map results (right ) 
 
 

  

  
 

Figure 3. 
Original image 100_3297 zoomed in before Facebook (left) and original 

image 100_3297 zoomed in after Facebook (right ) 
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Figure 4. 

Hash values for image 100_3297 indicating file size change 
 
 
 

The same image, Image 100_3297, was edited through Adobe Photoshop where 

the branch towards the upper left side was deleted using Content Aware.  The image 

was also analyzed through the software, DCT map produced a result showing where the 

manipulation was done shown in Figure 5(a).  The black mass towards the upper left 

hand side of the image was where the editing was done.  Once this image was edited 

through Adobe Photoshop, the file size changed to 4.39 megabytes.   ELA on image 

100_3297 was also analyzed.  Since the software produces one hundred results with 

varying error levels, the best and most clear result was chosen.  Figure 5(d) shows 

where the edit was done using ELA. 
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(a)

 

(b)

 
(c) 

 

(d)  

 
Figure 5  (a)  Original image of 100_3297; (b)  Edited image of 100_3297; (c)  DCT 

map results of edited image 100_3297; (d)  ELA results of edited image 100_3297 
 
 

In addition to DCT map, ExifTool and WinHex were used to verify authentication.  

The metadata in image 100_3297 was analyzed which revealed traces of editing using 

Adobe Photoshop shown in Figure 5.  ȰMetadataȱ is digital data that provides digital 

information about that data including file structure and location.  Metadata facilitates 

the discovery of relevant information and helps organize electronic resources [15].  

ExifTool is a free software program that reads ÍÅÔÁÄÁÔÁȟ ÉÎ ÔÈÉÓ ÃÁÓÅȟ ÁÎ ÉÍÁÇÅȭÓ 

metadata [8] .  ExifTool software was used on image 100_3297 which produced a report 

indicating and make and model of the digital camera that was used as well as the use of 
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an editing software program such as Adobe Photoshop displayed in Figure 5a.  WinHex 

is a hex editor used in data recovery.  WinHex software was used on image 100_3297 

that ÐÒÏÖÉÄÅÓ ÔÈÅ ÉÍÁÇÅȭÓ ÈÅØ ÁÎÁÌÙÓÉÓ ÁÓ ×ÅÌÌ ÁÓ ÔÈÅ !3#)) ÉÎÔÅÒÐÒÅÔÁÔÉÏÎ ÏÆ ÔÈÅ ÈÅØ 

values.  ASCII, which stands for American Standard Code for Information Interchange, 

uses codes that convert the hex values into text form [24].  The ASCII revealed the make 

and model of the digital camera used and that Adobe Photoshop was used on image 

100_3297 shown in Figure 5b.   Another tool used to analyze image 100_3297 is 

JPEGsnoop.  JPEGsnoop is a window application that examines and decodes an image to 

include file size, camera make and model, EXIF information, and an assessment feature 

which indicates whether the application detected compressions [13] .  

Since image 100_3297 original and edited versions were uploaded through 

Facebook, the analysis also included looking for traces indicative of Facebook use.  None 

of the software applications used to analyze image 100_3297 provided any indication 

that the image had gone through Facebook.  This information becomes important when 

making conclusions about detecting manipulation on Facebook images.  It is also 

important to consider that original image 100_3297 was renamed 

Ȱ12694957_187143441648350_3302717047205040649_oȱ ÂÙ &ÁÃÅÂÏÏË ÁÎÄ ÅÄÉÔÅÄ 

image 100_3297 was renamed 

Ȱ12672001_187141814981846_5833893354207720791_oȢȱ  &ÏÒ the purpose of this 

paper, image 100_3297 will continue to be referred to as image 100_3297 instead of the 

renamed Facebook image name.     
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(a)  

  

(b)  
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(c)  
 

Figure 6 . 
(a) ExifTool results; (b) WinHex results; (c) JPEGsnoop results 
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CHAPTER IV 

THE RESULTS 

In order to understand the importance of detecting manipulation on any images, 

it is as important to look at both original and edited images side by side to distinguish 

what type of editing was done to the image.  In most cases, detectives and examiners 

doÎȭÔ ÈÁÖÅ the privilege of having the original to compare with.  Since this paper allows 

the opportunity to work with the original images, it will provide the comparison 

between an original and an altered image.  For instance, Figure 7 shows an edited 

version of an image named Elk3.  The picture appears to be original unless there was 

reason to believe this picture has been tampered with.  When the original is presented 

next to the edited one, it is obvious that part of the image has been manipulated.   

 

(a)   (b)  
Figure 7. 

Elk3 edited image (a) and original image (b) 
 
 

Then the comparison process moves on to the DCT and ELA results and those should 

also be compared next to each other as well. For this example, Figure 8 will 

demonstrate the significant amount of contrast that DCT map and ELA display.  There is 

certain indication that the image was tampered in the areas where the pixel values 
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change significantly.  To confirm this observation, both original and edited images were 

analyzed through WinHex where the analysis confirms the make and model of the 

camera and the results were compared side by side in Figure 9.   

 

(a)    (b)  

Figure 8. 
DCT map result (a) and ELA result (b) 

 
 

(a)  
 

(b)  
Figure 9. 

Elk original (a); Elk3 edited (b) 
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When the edited version of image Elk3 was uploaded through Facebook, the DCT map 

characteristic significantly changed.  The edited portion of image Elk3 has disappeared 

ÉÎ ÔÈÅ $#4 ÍÁÐ ÒÅÓÕÌÔÓȢ  &ÁÃÅÂÏÏËȭÓ ÃÏÍÐÒÅÓÓÉÏÎ ÒÁÔÅ ÈÁÓ ÃÁÕÓÅÄ ÔÈÅ Íanipulation of 

the image to be undetected.  The following tables are ÃÏÍÐÁÒÉÓÏÎ ÂÅÔ×ÅÅÎ ÔÈÅ ÉÍÁÇÅȭÓ 

original state and its DCT map results.  The characteristics that were mentioned earlier 

in this paper remained consistent in regards to the by-product of Facebook 

compressions.  Table 1 confirms the Facebook compressions effect on the pixels of the 

image shown in the lower right box.  The DCT map for the original images using 

Facebook illustrates an object that is too distorted to make out but nonetheless, the 

object is visible.   
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Table 1.  Original images of Elk3 with Facebook and without Facebook   
Image DCT Map results 
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Table 2.  Edited image of Elk3 with Facebook and without Facebook  
Edited image  
Before Facebook: 

 
 

 

  
 

After Facebook: 

 
 

 

 
 

 

 

 

 

 

 

 

 

 


